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IL Assembler
• l a n g u a g e  f o r  w r i t i n g  m e t a d a t a  a n d  I L  c o d e
• f u l l  p o w e r  o f  C L R

– o t h e r  l a n g u a g e s  a r e  l e s s  p o w e r f u l
• s t r u c t u r a l l y  a  s i m p l e  l a n g u a g e

– p r o g r a m  s t r u c t u r e  c o r r e s p o n d s  t o  m e t a d a t a  l o g i c a l  s t r u c t u r e  
• a s s e m b l y  l e v e l , g l o b a l  c o d e  l e v e l , c l a s s  l e v e l , m e t h o d  l e v e l

– m e t a d a t a  k n o w l e d g e  n e c e s s a r y
– m a n y  k e y w o r d s
– m a n y  d e t a i l s  

• m e t a d a t a  d e c l a r a t i o n s
– m o r e  o r  l e s s  c o r r e s p o n d  t o  m e t a d a t a  t a b l e s
– a  l i t t l e  b i t  o f  a b s t r a c t i o n
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N a mi n g  C o n v en t i o n s
• s i m p l e  n a m e s

– i d e n t i f i e r  o r  s i n g l e  q u o t e d  l i t e r a l  ( e . g .  ' M y  P r e c i o u s ' )
– r e s e r v e d  i d e n t i f i e r s

• k e y w o r d s , . c t o r , . c c t o r

• c o m p o s i t e  n a m e s
– [ r e s o l u t i o n  s c o p e ] N a m e s p a c e . T y p e / N e s t e d T y p e : : M e m b e r
– r e s o l u t i o n  s c o p e

• A s s e m b l y N a m e
• . m o d u l e  M o d u l e N a m e
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V i si bi li t y
• t y p e  v i s i b i l i t y

– p r i v a t e  ( i n t e r n a l  i n  C # )
– p u b l i c  ( p u b l i c  i n  C # )

• m e m b e r  v i s i b i l i t y

N / Ap r i v a t e s c o p e

p u b l i cp u b l i c

N / Af a m a n d a s s e m

C #I L

i n t e r n a l  p r o t e c t e df a m o r a s s e m
i n t e r n a la s s e m b l y
p r o t e c t e df a m i l y
p r i v a t ep r i v a t e

• n e s t e d  t y p e  v i s i b i l i t y
– n e s t e d  p r i v a t e , n e s t e d  f a m i l y , n e s t e d  a s s e m b l y , …
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T y p es
• p r i m i t i v e s

– v o i d,  b o o l ,  c h a r ,  o b j e c t,  s tr i n g
– [ u n s i g n e d] i n t{ 8  |  1 6  |  3 2  |  6 4 }
– n a ti v e  [ u n s i g n e d] i n t
– f l o a t{ 3 2  |  6 4 }

• p o i n t e r s ,  v e c t o r s ,  a r r a y s
– u n ma n a g e d p o i n te r :  ty p e *
– ma n a g e d p o i n te r :  ty p e &
– v e c t o r :  t y p e [ ]  
– a r r a y s :  t y p e [ ,] , t y p e [ 2 … 5 ] , t y p e [ 0 … , 4 … ]

• n a t i v e  t y p e s
– i n t e r o p e r a t i o n  w i t h  u n m a n a g e d  c o d e
– d e s c r i b e s  h o w  m a n a g e d  t y p e s  a r e  m a r s h a l e d  t o  n a t i v e  o n e s

• l p s tr ( p o i n te r  to  z e r o  te r mi n a te d A N S I  s tr i n g ),  l p w s tr ,  b s tr ,  …
• i u n k n o w n ,  i di s p a tc h
• …
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C LR  V M  In st ru c t i o n s
• o p e r a t i n g  o n  e v a l u a t i o n  s t a c k
• s t a c k  c o m p r i s e s  o f  t y p e d  s l o t s

– c a n  c o n t a i n  m a n a g e d  r e f e r e n c e s , s t r u c t u r e s , p o i n t e r s  ( & , * )

• i n s t r u c t i o n s  n o t  t y p e d
– t h e  s t a c k  i s
– e . g .  s i n g l e  i n s t r u c t i o n  f o r  a d d i t i o n

• b y t e c o d e
– o p c o d e  i s  1 B  < o p c o d e >  o r  2 B  w i d e  < 0 x f e > < o p c o d e >
– a n  i n s t r u c t i o n  c a n  h a v e  a  p a r a m e t e r  ( t o k e n  o r  i n t e g e r )

• l o n g  v s .  s h o r t  f o r m s  o f  i n s t r u c t i o n  h a v i n g  i n t e g e r  p a r a m e t e r
– l o n g :  n o  s u f f i x , p a r a m e t e r  i s  4 B  w i d e
– s h o r t :  . s  s u f f i x , p a r a m e t e r  i s  1 B  w i d e
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In st ru c t i o n  S et
• f l o w  c o n t r o l
• d a t a  l o a d i n g ,  s t o r i n g ,  a n d  a d d r e s s i n g
• o p e r a t i o n s  o n  v e c t o r
• a r i t h m e t i c  o p e r a t i o n s
• o p e r a t i o n s  o n  c l a s s e s  a n d  s t r u c t u r e s
• s t a c k  o p e r a t i o n s
• m e m o r y  b l o c k  o p e r a t i o n s
• …
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F lo w  C o n t ro l In st ru c t i o n s
• i n t r a -p r o c e d u r e  b r a n c h i n g

– u n c o n d i t i o n a l
• b r  

– c o n d i t i o n a l
• b r f a l s e ,  b r tr u e

– c o m p a r a t i v e
• b e q ,  b n e ,  b g e ,  b g t,  b l e ,  b l t
• s w i tc h ( N ,  l a b e l [ 0 ] ,  …,  l a b e l [ N -1 ] )

• i n t e r -p r o c e d u r e  b r a n c h i n g
– r e t
– j m p

• a b a n do n  th e  c u r r e n t me th o d a n d j u mp  to  a n o th e r  o n e
– c a l l , c a l l v i r t , c a l l i

• a  ta i l  c a l l  w i th  s u f f i x  ta i l .

• e x c e p t i o n  h a n d l i n g
– t h r o w , r e t h r o w , l e a v e , e n d f i l t e r , e n d f i n a l l y
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Lo a d i n g  a n d  S t o ri n g
• c o n s t a n t  l o a d i n g

– l o a d  a  c o n s t a n t  o n  t h e  t o p  o f  t h e  s t a c k  ( T O S )
• l d c . i 4 , l d c . i 4 . { m 1 , 0 , … , 8 }
• l d n u l l

• s t r i n g  l o a d i n g  
– l d s t r

• i n d i r e c t  l o a d i n g
– l o a d s  a  v a l u e  s t o r e d  o n  t h e  a d d r e s s

• l d i n d . { i 1 , i 2 , i 4 , i 8 , u 1 , u 2 , u 4 , i , r 4 , r 8 , r e f }

• i n d i r e c t  s t o r i n g  
– s t o r e s  a  v a l u e  o n  t h e  a d d r e s s

• s t i n d . { i 1 , i 2 , i 4 , i 8 , u 1 , u 2 , u 4 , i , r 4 , r 8 , r e f }



Advanced C #  and . N E T  p r o g r am m i ng

F i eld s,  Lo c a ls,  Arg u men t s
• l o c a l s

– l o a d :  l d l o c , l d l o c . { 0 , 1 , 2 , 3 }
– s t o r e :  s t l o c
– a d d r e s s :  l d l o c a

• a r g u m e n t s
– l o a d : l d a r g , l d a r g . { 0 , 1 , 2 , 3 , 4 }
– s t o r e :  s t a r g
– a d d r e s s :  l d a r g a

• f i e l d s  ( i n s t a n c e ,  s t a t i c )
– l o a d : l d f l d , l d s f l d
– s t o r e : s t f l d , s t s f l d
– a d d r e s s : l d f l d a , l d s f l d a
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V ec t o rs
• c o n s t r u c t i o n : n e w a r r
• l e n g t h :  l d l e n

• e l e m e n t s
– l o a d : l d e l e m . { i 1 , i 2 , i 4 , i 8 , u 1 , u 2 , u 4 , i , r 4 , r 8 , r e f }
– s t o r e : s t e l e m . { i 1 , i 2 , i 4 , i 8 , r 4 , r 8 , i , r e f }
– a d d r e s s : l d e l e m a
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C la sses a n d  S t ru c t u res
• c l a s s e s

– n e w o b j …  c r e a t e s  a  n e w  i n s t a n c e  a n d  c a l l s  a  s p e c i f i e d  c o n s t r u c t o r
– c a s t c l a s s …  c h a n g e s  a  t y p e  o f  r e f e r e n c e  o n  t h e  T O S
– i s i n s t …  c h e c k s  w h e t h e r  t h e  T O S  i s  o f  t h e  s p e c i f i e d  t y p e

• s t r u c t u r e s
– i n i t o b j …  i n i t i a l i z e s  a  s t r u c t u r e  w i t h  z e r o e s  o r  n u l l  r e f e r e n c e s
– s i z e o f …  l o a d s  a  s i z e  o f  a  s t r u c t u r e
– b o x  …  c o n v e r t s  a  s t r u c t u r e  t o  a n  o b j e c t
– u n b o x …  c o n v e r t s  a n  o b j e c t  ( a  b o x e d  s t r u c t u r e ) t o  t h e  s t r u c t u r e

– l d o b j …  l o a d s  a  s t r u c t u r e  o n  t h e  s p e c i f i e d  a d d r e s s  o n  t h e  T O S
– s t o b j …  s t o r e s  a  s t r u c t u r e  o n  t h e  T O S  t o  t h e  s p e c i f i e d  a d d r e s s
– c p o b j …  c o p i e s  a  s t r u c t u r e  f r o m  s o u r c e  a d d r e s s  t o  d e s t .  a d d r e s s
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Arithmetic O p era t i o n s
• a d d , s u b , m u l , d i v , r e m , n e g

– a l s o  w i t h  p r e f i x  . o v f
• a p p l i c a b l e  o n l y  o n  i n te g e r s
• o v e r f l o w  c a u s e s  a n  e x c e p ti o n  ( r e c a l l :  c h e c k e d o p e r a ti o n s )

• s h i f t  ( s h l , s h r )

• b i t w i s e  ( a n d , o r , x o r , n o t )

• c o n v e r s i o n s  ( c o n v . { i 1 , i 2 , i 4 , i 8 , u 1 , u 2 , u 4 , i , u , r 4 , r 8 } )
– n a r r o w i n g , w i d e n i n g
– i n t e g e r  c o n v e r s i o n s  a l s o  w i t h  p r e f i x  . o v f

• c o n d i t i o n  c h e c k s  ( c e q , c g t , c l t , c k f i n i t e )
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M i sc ella n eo u s
• n o p …  n o  o p e r a t i o n
• d u p  …  d u p l i c a t e s  t h e  t o p  o f  t h e  s t a c k
• p o p  …  r e m o v e s  t h e  t o p  o f  t h e  s t a c k
• b r e a k  …  d e b u g g i n g  b r e a k p o i n t

• l d f t n  …  l o a d s  a n  a d d r e s s  o f  a  n o n -v i r t u a l  f u n c t i o n  e n t r y  p o i n t
• l d v i r t f t n  …  d i t t o  f o r  v i r t u a l  m e t h o d s

• c p b l k  …  c o p i e s  a  b l o c k  o f  m e m o r y  ( m e m c p y )
• i n i t b l k  …  f i l l s  a  b l o c k  o f  m e m o r y  w i t h  a  v a l u e  ( m e m f i l l )
• l o c a l l o c  …  a l l o c a t e s  a  b l o c k  o f  m e m o r y  o n  a  s t a c k

• l d t o k e n …  l o a d s  a  r u n -t i m e  r e p r e s e n t a t i o n  o f  a  t o k e n
• m k r e f a n y , r e f a n y t y p e , r e f a n y v a l  …  d i s c u s s e d  l a t e r
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F i eld s La y o u t
• d e f i n e s  h o w  f i e l d s  a r e  l a i d  o u t
• i m p o r t a n t  f o r  i n t e r o p e r a b i l i t y  w i t h  u n m a n a g e d  c o d e
• l a y o u t s

– a u t o
• C L R  r e o r de r s  f i e l ds  to  ma k e  G C  f a s te r
• ma n a g e d r e f e r e n c e s  p r e c e de  o th e r  f i e l ds

– s e q u e n t i a l
• f i e l ds  a r e  l a i d o u t a s  th e y  w e r e  de c l a r e d

– e x p l i c i t
• u s e r  s p e c i f i e s  o f f s e ts
• f i e l ds  c a n  o v e r l a p  ( u s e f u l  f o r  de f i n i n g  u n i o n s )
• ma n a g e d r e f e r e n c e s  c a n n o t b e  o v e r l a p p e d

[StructLayout(LayoutKind.Explicit)]

public struct MyUnion

{

[FieldOffset(0)] uint number;

[FieldOffset(0)] ushort lo;

[FieldOffset(2)] ushort hi;

}

.class public sealed explicit value MyUnion

{

.field[0] unsigned int32 number

.field[0] unsigned int16 lo

.field[2] unsigned int16 hi

}

Unions
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V a rArg s M et h o d s
• h o w  t o  p a s s  v a r i a b l e  n u m b e r  o f  a r g u m e n t s

– c r e a t i n g  a n  a r r a y  o f  o b j e c t s
• i m p l i c i t  a r r a y  c r e a t i o n  i f p a r a m s k e y w o r d  u s e d  i n  C #

– v a r a r g m e t h o d  m o d i f i e r

• d e c l a r a t i o n
.method public vararg string Format(string format) 

{ /* body */ }

• i n v o c a t i o n
– t h e  s e n t i n e l  p r e c e d e s  a c t u a l  a r g u m e n t  t y p e s  i n  c a l l  s i g n a t u r e

ldstr "(%d;%d)"

ldc.i4.1

ldc.i4.2

call vararg string Format(string,...,int32,int32)
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S y st em. T y p ed R ef eren c e
• a  s t r u c t u r e  c o n t a i n i n g

– a  p o i n t e r
– a  r u n t i m e  t y p e  h a n d l e

• e m b e d s  t h e  t y p e  i n f o r m a t i o n  a l o n g  w i t h  t h e  p o i n t e r
• c a n  o n l y  b e  t h e  t y p e  o f  a  l o c a l  v a r i a b l e  o r  a n  a r g u m e n t

• i n s t r u c t i o n s  m a n i p u l a t i n g  t y p e d  r e f e r e n c e
– m k r e f a n y < t y p e  t o k e n >

• c o n v e r ts  a  p o i n te r  o f  a  s p e c i f i e d ty p e  to  a  ty p e d r e f e r e n c e
– r e f a n y t y p e

• e x tr a c t a  ty p e  to k e n  f r o m a  ty p e d r e f e r e n c e
– r e f a n y v a l < t y p e  t o k e n >

• e x tr a c ts  a n  a ddr e s s  f r o m a  ty p e d r e f e r e n c e
• th e  v a l u e  h a s  to  b e  o f  a  s p e c i f i e d ty p e
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It era t i n g  Arg u men t s
• s t r u c t u r e  S y s t e m . A r g I t e r a t o r

– a l l o w s  i t e r a t i n g  t h r o u g h  a r g u m e n t s  o n  t h e  s t a c k
– i m p l e m e n t e d  i n  E E
– m e t h o d s

• G e tN e x tA r g  … r e tu r n s  ty p e d r e f e r e n c e  to  th e  n e x t a r g u me n t 
• G e tR e ma i n i n g C o u n t … r e tu r n s  r e ma i n i n g  a r g u me n t c o u n t

• I L  i n s t r u c t i o n a r g l i s t r e t u r n s  s t r u c t u r e  
S y s t e m . R u n t i m e A r g u m e n t H a n d l e

• S y s t e m . A r g I t e r a t o r  c o n s t r u c t o r  t a k e s  t h a t  h a n d l e
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V a rArg s v i a  U n d o c u men t ed  C #
V a r A r g s

ILC#

.method public vararg void M(int32 a) 

{

.locals valuetype ArgIterator args

ldloca args

arglist

call instance void

ArgIterator::.ctor(RuntimeArgumentHandle)

}

public void M(int a,__arglist)

{

ArgIterator args;

args = new ArgIterator(__arglist);

}

call instance void M(int32,...,int32,string);M(1,__arglist(1,"x"));

<load arg. of type TypedReference>

refanytype

call class Type

Type::GetTypeFromHandle(RuntimeTypeHandle)

Type __reftype(TypedReference)

<load arg. of type TypedReference>

refanyval <type token T>

T __refvalue(TypedReference,T)

ldloca.s <storage>

mkrefany <type token of storage>

TypedReference __makeref(storage)
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P / In v o k e a n d  IJ W
• P / I n v o k e

– . m e t h o d  p i n v o k e i m p l ( < m a p p i n g > ) {  }
– < m a p p i n g >  : : =  < m o d u l e >  [ a s  < n a m e > ]  [ f l a g s ]
– e . g .  

.method static pinvokeimpl(“kernel32.dll" as “Beep”)

bool MyBeep(int freq,int duration) {}

• I J W  ( I t  J u s t  W o r k s )
– m e t h o d s  c o n t a i n i n g  n a t i v e  c o d e
– c a n n o t  b e  h a n d l e d  b y  I L A S M  n o r  I L D A S M
– n o  r o u n d -t r i p p i n g
.method public static void* malloc(unsigned int32) native unmanaged

{ /* embedded native code */ }
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J a v a  V i rt u a l M a c h i n e
• t y p e s

– p r i m i t i v e
• byte (b),  sh o r t (s),  in t (i),  lo n g  (l), ch a r  (c),  flo a t (f),  do u ble (d), bo o lea n

– r e f e r e n c e  ( a)
• cla ss typ e ,  in ter fa ce typ e ,  a r r a y ( v e c to r  o r  j a g g e d a r r a y )

– m i s s i n g
• p o i n te r s ,  s tr u c tu r e s ,  de l e g a te s ,  e v e n ts ,  p r o p e r ti e s ,  mu l ti di m. a r r a y s

• i n s t r u c t i o n s  
– t y p e d  ( e . g .  { i, l, f, d}add)
– a l m o s t  a  s u b s e t  o f  C L R  V M

• e v a l u a t i o n  s t a c k  ( operand stack)
– 3 2 -b i t  s l o t s
– l o n g s  a n d  d o u b l e s  s t o r e d  i n  t w o  s l o t s

• l o c a l  v a r i a b l e s
– s t o r e d  i n  a r r a y  o f  3 2 -b i t  w i d e  i t e m s  ( l i k e  e v a l u a t i o n  s t a c k )
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J V M  In st ru c t i o n  S et
• s ta c k :  p o p ,  p o p 2 ,  du p ,  du p 2 ,  swap
• c o n s ta n ts :  { T } i p u s h ,  { T } c o n s t,  l dc
• l o c a l s :  { T } l o a d,  { T } s to r e

• i n s ta n ti a ti o n :  n e w ,  n e w a r r a y ,  a n e w a r r a y ,  mu l ti a n e w a r r a y  
• c l a s s e s :  i n s ta n c e o f ,  c h e c k c a s t 
• a r r a y s :  { T } a l o a d,  { T } a s to r e ,  a r r a y l e n g th
• f i e l ds :  g e tf i e l d,  p u tf i e l d,  g e ts ta ti c ,  p u ts ta ti c  

• a r i th me ti c :  { T } i n c ,  { T } a dd,  { T } s u b ,  { T } mu l ,  { T } di v ,  { T } r e m,  { T } n e g
• s h i f ts :  { T } s h l ,  { T } s h r ,  { T } u s h r
• b i tw i s e :  { T } a n d,  { T } o r ,  { T } x o r
• c o mp a r i s o n s :  { T } c mp ,  { T } c mp l ,  { T } c mp g
• c o n v e r s i o n s :  { i ,  l ,  f } 2 { l ,  f ,  d}
• c o n di ti o n a l  b r a n c h i n g :  i f { e q ,  l t,  l e ,  n e ,  g t,  g e ,  n u l l ,  n o n n u l l } ,  { T } c mp { o p }
• b r a n c h i n g :  g o to ,  r e t,  { T } r e tu r n
• s w i tc h i n g :  ta b l e s w i tc h ,  l o o k u p s w i tc h
• c a l l s :  i n v o k e v i r tu a l ,  i n v o k e i n te r f a c e ,  i n v o k e s p e c i a l ,  i n v o k e s ta ti c
• e x c e p ti o n s :  a th r o w ,  j s r
• mo n i to r s :  m o n i t o r e n t e r ,  m o n i t o r e x i t
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C LR  v s.  J V M
• J V M  h a s  n o t

– mu l ti -l a n g u a g e  s u p p o r t
– s tr u c tu r e s ,  u n i o n s
– p o i n te r s  ( n e i th e r  ma n a g e d n o r  u n ma n a g e d) ⇒ n o  r e f / o u t p a r a me te r s
– me th o d p o i n te r s  ⇒ n o  de l e g a te s ,  e v e n ts
– n a ti v e  c o de  i n te r o p e r a b i l i ty  f e a tu r e s
– r e mo ti n g  s u p p o r t ( tr a n s p a r e n t p r o x i e s ,  me th o d i n te r c e p to r s )
– mu l ti di me n s i o n a l  a r r a y s
– u n c h e c k e d a r i th me ti c  o p e r a ti o n s  
– v a r a r g s
– ta i l  c a l l s
– de c l a r a ti v e  s e c u r i ty
– p r o p e r ti e s
– s u p p o r t f o r  g e n e r i c s  ( J V M  1 .5  i s  n o t a w a r e  o f  g e n e r i c s )

• C L R  h a s  n o t
– i n s tr u c ti o n s  f e a s i b l e  f o r  i n te r p r e ta ti o n
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B y t ec o d e E x a mp le:  O bj ec t  C o n st ru c t i o n
int i,j;

new myClass(i, j);

J V M :
new <id of myClass>          // allocates uninitialized instance

dup

iload_1

iload_2

invokespecial <id of myClass.<init>>

C L R :
ldloc.0

ldloc.1

newobj <token of instance void myClass::.ctor(int32, int32)>



Advanced C #  and . N E T  p r o g r am m i ng

B y t ec o d e E x a mp le:  Lo o p
void spin() { for (int i = 0; i < 100; i++); } 

J V M :
0: iconst_0 // Push int constant 

istore_1 // Store into local variable 1 (i=0)

goto 8      // First time through don't increment

5: iinc 1 1    // Increment local variable 1 by 1 (i++) 

8: iload_1 // Push local variable 1 (i)

bipush 100  // Push int constant

icmplt 5 // Compare and loop if less than (i < 100)

e: return // Return void when done

C L R :
0: ldc.i4.0

stloc.0

br.s 8

4: ldloc.0

ldc.i4.1

add

stloc.0

8: ldloc.0

ldc.i4.s 100

blt.s 4

d: ret
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T o o ls
• I L A S M

– I L  a s s e mb l e r
– l o c a ti o n :  W i n do w s \M i c r o s o f t.N E T \F r a me w o r k \{ v e r s i o n }

• I L D A S M
– I L  di s a s s e mb l e r
– l o c a ti o n :  …\V i s u a l  S tu di o  .N E T \S D K \{ v e r s i o n } \B i n

• P E V e r i f y
– I L  v e r i f i e r
– l o c a ti o n :  …\V i s u a l  S tu di o  .N E T \S D K \{ v e r s i o n } \B i n

• J b i m p
– c o n v e r ts  J a v a  b y te c o de  to  I L
– l o c a ti o n :  …\V i s u a l  S tu di o  .N E T \S D K \{ v e r s i o n } \B i n

• J a d
– J a v a  b y te c o de  di s a s s e mb l e r  ( P a v e l  K o u z n e ts o v )
– h ttp : / / w w w .k p du s .c o m/ j a d.h tml


