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Advanced C #  and . N E T  p r o g r am m i ng

Recall: Prerequisities
• A p p D o m a i n

– “ l i g h t -w e i g h t  p r o c e s s ”
– p r o v i d e s  i s o l a t i o n  b e t w e e n  a p p l i c a t i o n s

• c h e a p e r  t h a n  p r o c e s s
• i s o l a t i o n  e n f o r c e d  b y  t h e  f a c t  t h a t  i n s t a n c e s  a r e  c r e a t e d ,  l i v e  a n d  d i e  
i n  a  s i n g l e  A p p D o m a i n

• S e r i a l i z a t i o n
– p r o c e s s  o f  c o n v e r t i n g  a n  o b j e c t  ( o r  o b j e c t  g r a p h )  i n t o  a  c o n t i g u o u s  
s t r e a m  o f  b y t e s  a n d  v i c e  v e r s a

– u s e d  f o r  p e r s i s t e n c e ,  r e m o t i n g ,  . . .
– p e r f o r m e d  b y  f o r m a t t e r s

• S y s t e m . R u n t i m e . S e r i a l i z a t i o n . F o r m a t t e r s . B i n a r y . B i n a r y F o r m a t t e r
• S y s t e m . R u n t i m e . S e r i a l i z a t i o n . F o r m a t t e r s . S o a p . S o a p F o r m a t t e r

– s e r i a l i z a b l e  t y p e s  m u s t  b y  d e c o r a t e d  w i t h  [ S e r i a l i z a b l e ]
– t w e a k i n g :  I S e r i a l i z a b l e ,  I D e s e r i a l i z a t i o n C a l l b a c k ,  s u r r o g a t e s ,  . . .
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I n tro d uctio n
• . N E T  R e m o t i n g  i s  a  g e n e r i c  a n d  e x t e n s i b l e  i n t e r p r o c e s s  
( i n t e r -A p p D o m a i n )  c o m m u n i c a t i o n  s y s t e m

• r e l a t e d  t e c h n o l o g i e s
– R P C  ( R e m o t e  P r o c e d u r e  C a l l )
– J a v a  R M I  ( R e m o t e  M e t h o d  I n v o c a t i o n )
– O M G  C O R B A  ( C o m m o n  O b j e c t  R e q u e s t  B r o k e r  A r c h i t e c t u r e )
– M S  D C O M  ( D i s t r i b u t e d  C o m p o n e n t  O b j e c t  M o d e l )
– W e b  S e r v i c e s

• d i s t i n c t  f e a t u r e s
– n o  I D L  - m e t a d a t a  w i l l  d o !
– c h o i c e  o f  c o m m u n i c a t i o n  p r o t o c o l  ( T C P ,  H T T P ,  . . . ,  w r i t e -y o u r -o w n )
– c h o i c e  o f  d a t a  f o r m a t  ( S O A P ,  b i n a r y ,  . . . ,  w r i t e -y o u r -o w n )
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Rem o tin g  v s.  W eb  S erv ices
• X M L  W e b  S e r v i c e s

– s i m p l e ,  l o o s e l y  c o u p l e d  p r o g r a m m i n g  m o d e l
– X M L  S c h e m a  t y p e  s y s t e m
– b r o a d  c r o s s -p l a t f o r m  r e a c h

• s t a n d a r d s :  H T T P ,  X M L ,  X S D ,  S O A P ,  W S D L
– b a s e d  o n  A S P . N E T ,  s e r v i c e s  h o s t e d  i n  I I S

• . N E T  R e m o t i n g
– t i g h t l y  c o u p l e d  a n d  m o r e  c o m p l e x  p r o g r a m m i n g  m o d e l
– C L R  t y p e  s y s t e m
– l i m i t e d  r e a c h  – a l l  p a r t i c i p a n t s  s h o u l d  b e  b u i l t  u s i n g  . N E T
– s e r v i c e s  h o s t e d  i n  a n y  A p p D o m a i n

• W i n d o w s  S e r v i c e ,  I I S ,  c o n s o l e  a p p l i c a t i o n ,  W i n F o r m  a p p l i c a t i o n ,  . . .
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Rem o tab le ty p es
• m a r s h a l -b y -v a l u e  ( M B V )

– a l l  s e r i a l i z a b l e  t y p e s
– c a n  b e  u s e d  a s  p a r a m e t e r s  o f  r e m o t e  c a l l s

• c o p y  o f  t h e  o b j e c t  i s  p a s s e d  t o  t h e  r e m o t e  a p p l i c a t i o n
• h o w e v e r ,  m e t h o d s  o n  t h e m  w i l l  a l w a y s  b e  e x e c u t e d  l o c a l l y !

• m a r s h a l -b y -r e f e r e n c e  ( M B R )
– t y p e s  d e r i v e d  f r o m  S y s t e m . M a r s h a l B y R e f O b j e c t
– c a n  b e  u s e d  a s  p a r a m e t e r s  o f  r e m o t e  c a l l s

• a  p r o x y  i s  p a s s e d  t o  t h e  r e m o t e  a p p l i c a t i o n
• c a l l s  o n  t h e  p r o x y  a r e  m a r s h a l e d  b a c k  t o  t h e  A p p D o m a i n  w h e r e  t h e
M B R  o b j e c t  l i v e s  – m e t h o d s  a r e  e x e c u t e d  r e m o t e l y

• y o u  a l w a y s  n e e d  a n  M B R  o b j e c t  t o  m a k e  r e m o t e  c a l l s
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A ctiv atio n
• S e r v e r  a c t i v a t e d  o b j e c t s  ( S A O )

– r e a c h a b l e  v i a  a  w e l l -k n o w n  U R L
– t w o  l i f e t i m e  m o d e s

• S i n g l e t o n  – o n e  i n s t a n c e  s e r v e s  t h e  r e q u e s t s  o f  a l l  c l i e n t s  - s t a t e f u l
• S i n g l e C a l l  – a  n e w  i n s t a n c e  i s  c r e a t e d  f o r  e a c h  r e q u e s t  - s t a t e l e s s

– c o n s t r u c t e d  i m p l i c i t l y  b y  t h e  s e r v e r  w h e n  a  m e t h o d  i s  i n v o k e d  ( f o r  
t h e  f i r s t  t i m e )

– m u s t  h a v e  t h e  d e f a u l t  ( p a r a m e t e r l e s s )  c o n s t r u c t o r

• C l i e n t  a c t i v a t e d  o b j e c t s  ( C A O )
– c o n s t r u c t e d  e x p l i c i t l y  b y  t h e  c l i e n t  u s i n g  new o r  
A c t i v a t o r . C r e a t e I n s t a n c e  w i t h  a n  a r b i t r a r y  c o n s t r u c t o r

– m e t h o d s  a r e  t h e n  i n v o k e d  o n  t h i s  “ p r i v a t e ”  i n s t a n c e
– s t a t e f u l

SimpleService, SimpleServer, SimpleClient
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S erv er activ ated  o b j ects
• w e  w o u l d  l i k e  t o  m a k e  t h e  f o l l o w i n g  c l a s s  r e m o t e l y  a c c e s s i b l e :

public class PrintService : MarshalByRefObject
{

public void Print(string str)
{

Console.WriteLine(str);
}

}

• s e r v e r  c o d e :
ChannelServices.RegisterChannel(new TcpChannel(4321)); // the server will listen on port 4321
RemotingConfiguration.RegisterWellKnownServiceType(typeof(PrintService), “MyPrintService",

WellKnownObjectMode.SingleCall);

• c l i e n t  c o d e :
ChannelServices.RegisterChannel(new TcpChannel());
PrintService service = (PrintService)Activator.GetObject(typeof(PrintService),

"tcp://localhost:4321/MyPrintService"); // creates a proxy
service.Print(“Hello”);

• a l t e r n a t i v e  c l i e n t  c o d e :
ChannelServices.RegisterChannel(new TcpChannel());
RemotingConfiguration.RegisterWellKnownClientType(typeof(PrintService), 

"tcp://localhost:4321/MyPrintService");
PrintService service = new PrintService(); // creates a proxy
service.Print(“Hello”);

SimpleService, SimpleServer, SimpleClient
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C lien t activ ated  o b j ects
• s e r v e r  c o d e :

ChannelServices.RegisterChannel(new TcpChannel(4321)); // the server will listen on port 4321

RemotingConfiguration.RegisterActivatedServiceType(typeof(SimpleService));

• c l i e n t  c o d e :
ChannelServices.RegisterChannel(new TcpChannel());

// activates the remote object and creates a proxy:

PrintService service = (PrintService)Activator.CreateInstance(typeof(PrintService),

new object[0], new object[] { new UrlAttribute("tcp://localhost:4321/") });

service.Print(“Hello”);

• a l t e r n a t i v e  c l i e n t  c o d e :
ChannelServices.RegisterChannel(new TcpChannel());
RemotingConfiguration.RegisterActivatedClientType(typeof(PrintService),

"tcp://localhost:4321/");

PrintService service = new PrintService(); // activates the remote object and creates a proxy
service.Print(“Hello”);

• B e h i n d  t h e  s c e n e s  t h e r e  i s  a  w e l l -k n o w n  f a c t o r y  S A O  w i t h  U R L
t c p : / / l o c a l h o s t : 4 3 2 1 / R e m o t e A c t i v a t i o n S e r v i c e . r e m  t h a t  a c t i v a t e s  t h e  C A O s .

SimpleService, SimpleServer, SimpleClient
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C o n f ig uratio n  f iles
• R e m o t i n g  i n f r a s t r u c t u r e  c a n  c o n f i g u r e  i t s e l f  a u t o m a t i c a l l y  a c c o r d i n g  

t o  a n  X M L  f i l e
– i n i t i a l i z a t i o n  c o d e  o n  b o t h  s e r v e r  a n d  c l i e n t  t h e n  s h r i n k s  t o  s o m e t h i n g  l i k e

RemotingConfiguration.Configure(“MyCfg.config”);

• S a m p l e  c o n f i g u r a t i o n  f i l e :
<configuration>

<system.runtime.remoting>

<application>

<client>

<wellknown 

type=“PrintService, PrintService, Version=..., ...”

url=“tcp://localhost:4321/MyPrintService”

/>

</client>

<channels>

<channel ref=“tcp” port=“0” />

</channels>

</application>

</system.runtime.remoting>

</configuration>
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L if etim e
• W h e n  s h o u l d  t h e  o b j e c t s  b e  “ d e a c t i v a t e d ” ?

• . N E T  R e m o t i n g  i m p l e m e n t s  t h e  l e a s e -b a s e d  o b j e c t  l i f e t i m e
– w h e n  a  M B R  o b j e c t  i s  r e m o t e d  ( a  r e f e r e n c e  t o  i t  i s  p a s s e d  t o  a n o t h e r  

A p p D o m a i n ) ,  i t  i s  a s s o c i a t e d  w i t h  a  l e a s e  o b j e c t  i m p l e m e n t i n g  t h e  I L e a s e  
i n t e r f a c e

– t h e  l e a s e  k e e p s  a  t i m e -t o -l i v e  c o u n t e r  t h a t  i s  p e r i o d i c a l l y  d e c r e m e n t e d  i n  
c e r t a i n  i n t e r v a l s  b y  t h e  l e a s e  m a n a g e r  a n d  i n c r e m e n t e d / a d j u s t e d  u p o n  
e v e r y  r e m o t e  c a l l  t o  t h e  M B R

– w h e n  t h e  c o u n t e r  r e a c h e s  0 ,  t h e  M B R  i s  r e m o v e d  f r o m  t h e  t a b l e  o f a c t i v e  
o b j e c t s  a n d  e v e n t u a l l y  g a r b a g e  c o l l e c t e d

• t i m e  i n t e r v a l s
– i n i t i a l  l e a s e  t i m e  ( d e f a u l t  =  5  m i n u t e s )
– r e n e w -o n -c a l l  t i m e  ( d e f a u l t  =  2  m i n u t e s )
– l e a s e  m a n a g e r  p o l l  t i m e  ( d e f a u l t  =  1 0  s e c o n d s )

A d va nced Service, A d va nced Server, A d va nced Client
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L if etim e sp o n so rs
• i t  i s  o f t e n  d e s i r a b l e  t o  k e e p  o b j e c t s  a l i v e  e v e n  i f  t h e r e  a r e  n o c a l l s
• s p o n s o r s  ( o b j e c t s  i m p l e m e n t i n g  t h e  I S p o n s o r  i n t e r f a c e )  c a n  b e  

r e g i s t e r e d  w i t h  l e a s e s  i n  o r d e r  t o  b e  n o t i f i e d  w h e n  t h e  t i m e -t o -l i v e  
c o u n t e r  i s  l o w  a n d  h a v e  a  c h a n c e  t o  i n c r e a s e  i t

• s p o n s o r s  c a n  b e  r e m o t e  o b j e c t s  a s  w e l l
– i t  i s  a  g o o d  i d e a  t o  r e g i s t e r  a  s p o n s o r  t h a t  l i v e s  i n  c l i e n t ’s  A p p D o m a i n  s o  

t h a t  t h e  s e r v e r  v i r t u a l l y  p i n g s  t h e  c l i e n t  t o  e n s u r e  t h a t  i t  i s  s t i l l  a l i v e

• s a m p l e  c l i e n t  c o d e :
class Sponsor : MarshalByRefObject, ISponsor

{

public TimeSpan Renewal(ILease lease)

{

return TimeSpan.FromMinutes(1);

}

}

// r is a remote MBR object

((ILease)r.GetLifetimeService()).Register(new Sponsor());

A d va nced Service, A d va nced Server, A d va nced Client
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C allC o n tex t
• S y s t e m . R u n t i m e . R e m o t i n g . M e s s a g i n g . C a l l C o n t e x t  r e p r e s e n t s  a  l o g i c a l  

t h r e a d  c o n t e x t
– p r o v i d e s  n a m e d  d a t a  s l o t s  t h a t  c a n  s t o r e  a r b i t r a r y  d a t a

• s h o u l d b e  e i th e r  M B V  o r  M B R  o b j e c ts  a n d i mp l e me n t th e  
I L o g i c a l T h r e a dA f f i n a ti v e  i n te r f a c e

– u n l i k e  [ T h r e a d S t a t i c ]  a n d  t h r e a d  l o c a l  s t o r e  ( T L S ) ,  C a l l C o n t e x t  i s  
p r e s e r v e d  a c r o s s  r e m o t e  c a l l s

– u s e f u l  f o r  p a s s i n g  c o n f i g u r a t i o n ,  t r a n s a c t i o n a l  c o n t e x t ,  . . .
[Serializable]

public class UserContext : ILogicalThreadAffinative

{

public string UserName;

public string Password;

...

}

CallContext.SetData(“UserContext”, new UserContext(...));

server.DoFoo();

// the UserContext will be passed to the server as a hidden parameter,

// the server can do CallContext.GetData(“UserContext”) to access it
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C h an n els
• c o mp o n e n ts  th a t a r e  r e s p o n s i b l e  f o r  p a s s i n g  me s s a g e s  a c r o s s  r e mo ti n g  b o u n da r i e s
• c o n s i s t o f  a  s i n k  c h a i n

– f o r m a t t e r  s i n k s  s e r i a l i z e  c a l l s  ( r e p r e s e n t e d  b y  I M e s s a g e )  i n t o  s t r e a m s  a n d  b a c k
– t r a n s p o r t  s i n k s  t r a n s p o r t  s t r e a m s  t o  t h e  o t h e r  s i d e
– c u s t o m  s i n k s  i n t e r c e p t  c a l l s  a n d  d o  w h a t e v e r  y o u  w a n t  t h e m  t o  d o

• e n c r y p t i o n ,  c o m p r e s s i o n ,  l o g g i n g ,  . . .

A d va nced Service, A d va nced Server, A d va nced Client, Cu s to mSink
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C h an n els ( co n t. )
• B C L  c o m e s  w i t h  t w o  c h a n n e l s

– S y s t e m . R u n t i m e . R e m o t i n g . C h a n n e l s . T c p . T c p C h a n n e l
• u s e s  tc p : / /  U R L  p r e f i x  ( s c h e me )
• de f a u l t s i n k  c h a i n

– c l i e n t  s i d e :  B i n a r y C l i e n t F o r m a t t e r S i n k  → T c p C l i e n t T r a n s p o r t S i n k
– s e r v e r  s i d e :  T c p S e r v e r T r a n s p o r t S i n k  → B i n a r y S e r v e r F o r m a t t e r S i n k

– S y s t e m . R u n t i m e . R e m o t i n g . C h a n n e l s . H t t p . H t t p C h a n n e l
• u s e s  h ttp : / /  s c h e me
• de f a u l t s i n k  c h a i n

– c l i e n t  s i d e :  S o a p C l i e n t F o r m a t t e r S i n k  → H t t p C l i e n t T r a n s p o r t S i n k
– s e r v e r  s i d e :  H t t p S e r v e r T r a n s p o r t S i n k  → S o a p S e r v e r F o r m a t t e r S i n k

• b o t h  c h a n n e l s  c a n  b e  c o n f i g u r e d  t o  u s e  a  c u s t o m  s i n k  c h a i n  ( e . g .
S O A P  f o r m a t t e r  w i t h  T C P  o r  b i n a r y  f o r m a t t e r  w i t h  H T T P )
– j u s t  c r e a t e  a  c h a i n  o f  s i n k  p r o v i d e r s  ( e x c e p t  f o r  t h e  t r a n s p o r t  s i n k  w h i c h  

w i l l  b e  a p p e n d e d  a u t o m a t i c a l l y )  a n d  p a s s  i t  t o  t h e  c h a n n e l ’s  c o n s t r u c t o r
Hashtable properties = new Hashtable(); properties[“port”] = 8080;

new HttpChannel(properties, new BinaryClientFormatterSinkProvider(),

new BinaryServerFormatterSinkProvider());

A d va nced Service, A d va nced Server, A d va nced Client, Cu s to mSink
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C o m m o n  p ro b lem s
• C A O  b e c o me s  u n r e a c h a b l e  a f te r  5  mi n u te s  o f  i n a c ti v i ty

– t h i s  i s  h o w  t h e  l i f e t i m e  s e r v i c e  b e h a v e s  b y  d e f a u l t
– s o l u t i o n :  o v e r r i d e  M B R . I n i t i a l i z e L i f e t i m e S e r v i c e ( )  a n d / o r  r e g i s t e r  s p o n s o r s

• c a l l b a c k s  do n ’t w o r k
– i f  t h e  c h a n n e l  i s  i n s t a n t i a t e d  u s i n g  t h e  p a r a m e t e r l e s s  c o n s t r u c t o r ,  o n l y  t h e  c l i e n t  p a r t  i s  

c r e a t e d
– s o l u t i o n :  u s e  t h e  c o n s t r u c t o r  t h a t  t a k e s  p o r t  a s  p a r a m e t e r  a n d  p a s s  0

new TcpChannel(0);

• I  a m g e tti n g  S e r i a l i z a ti o n E x c e p ti o n :  “B e c a u s e  o f  s e c u r i ty  r e s tr i c ti o n s ,  th e  ty p e  ... 
c a n n o t b e  a c c e s s e d.”
– t h i s  i s  a  n e w  s e c u r i t y  f e a t u r e  o f  F r a m e w o r k  1 . 1
– s o l u t i o n :  s e t  t h e  T y p e F i l t e r L e v e l  p r o p e r t y  o f  t h e  f o r m a t t e r  t o  “F u l l ”

• b e w a r e  o f  th e  s l i g h t s e ma n ti c  s h i f t w h e n  p a s s i n g  M B V  r e f e r e n c e  ty p e s  a s  ‘i n ’ a r g s
[Serializable] class A { int x; }

void f(A a)

{ a.x++; }

– w h e n  f  i s  c a l l e d  l o c a l l y ,  c a l l e r  s e e s  t h a t  x  w a s  c h a n g e d
– w h e n  f  i s  c a l l e d  r e m o t e l y ,  t h e  c h a n g e  i s  n o t  p r o p a g a t e d  b a c k  t o  c a l l e r !
– s o l u t i o n :  void f(ref A a)


