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zAbstra
t. This paper introdu
es a new obje
t-oriented spe
i�
ationand modeling language 
alled DeSpe
, targeting primarily model 
he
k-ing in the Windows NT kernel driver environment. It integrates the ma-jority of Zing modeling language features and adds means for de�ningparameterized abstra
tions of the environment at varying levels of de-tail. The DeSpe
 language also enables 
apturing 
onstraints imposedon drivers by the Windows kernel in a form of quanti�ed temporal logi
patterns { the easy-to-read templates of LTL formulae introdu
ed by theBandera toolset.1 Introdu
tionIn re
ent years, e�orts to verify 
orre
tness of Windows kernel drivers [21℄have emerged as it is 
ru
ial for stability of the whole operating system. Mi-
rosoft itself has developed several tools for driver veri�
ation in
luding thelatest Stati
 Driver Veri�er model 
he
ker. The key to su

essful appli
ation ofthe model 
he
king approa
h in this area is a reasonable 
hoi
e of the environ-ment model. However, the environment models used in 
urrent tools are too (1)non-deterministi
, degrading pre
iseness of the the model 
he
ker reports, and(2) oversimpli�ed, loosing the ability to 
he
k more spe
i�
 kinds of properties ofdrivers. On the other hand, neither a formal or readable spe
i�
ation usable fordo
umentation purposes is provided by these models. This paper targets theseissues by introdu
ing a new language for formal spe
i�
ation and modeling ofkernel drivers and their environment.Please note that due to spa
e limitiations the paper presents only a smallex
erpt of the language features. The full language spe
i�
ation, detailed elab-oration of its features and also a large sample spe
i�
ation of the Windowsenvironment 
an be found in [15℄.? This work was partially supported by the Cze
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1.1 Model Che
kingThe model 
he
king te
hnique is a formal veri�
ation method based on 
reationof a model emulating a software unit to be veri�ed against a given property.This model should ideally retain those parts of the software that in
uen
es theproperty so that the veri�
ation is sound and 
omplete with respe
t to theproperty. On the other hand, the model should be as simple as possible. Thereason is that the model 
he
ker has to explore all the possible states of thesystem and the time and spa
e requirements for the veri�
ation are growingexponentially with respe
t to the number of operations, threads and variablesused in the model (the state explosion problem [16℄).Another problem arising from appli
ation of the model 
he
king approa
h isa ne
essity to 
hoose a suitable form in whi
h the properties should be spe
i�ed.Temporal logi
s (e. g. Linear Temporal Logi
 (LTL) [14℄) are often used for thispurpose sin
e they 
an express 
hanges of predi
ates validity in time. However,spe
ifying properties of a real appli
ation by means of pure temporal logi
 has animportant drawba
k. The spe
i�
ation will not easy to 
omprehend for the mostof driver programmers and if a formula gets more 
omplex neither for temporallogi
 experts.This results in an e�ort to develop a higher-level language suitable for prop-erty spe
i�
ation. Properties expressed in this language are then translated ba
kto the temporal logi
 that 
an be 
onsumed by existing veri�
ation tools. Ban-dera Temporal Logi
 Patterns [9℄ are an example of su
h a language. They allowwriting frequently used temporal logi
 formulae patterns in very simple plainEnglish senten
es used as templates, e. g. \P is absent between Q and R" isrepresenting the 2((Q ^ :R ^ 3R) ) [P U R℄) formula. Although it is notpossible to express an arbitrary LTL formula by a pattern, the patterns are suf-�
ient to spe
ify widely used properties. Moreover, additional patterns 
an beadded if needed.Third issue of the model 
he
king is the extra
tion of a program model fromits sour
e 
ode. First, if a sour
e 
ode of the entire appli
ation is not available themissing environment problem [31℄ emerges. The model of the missing parts, i. e.the environment, needs to be spe
i�ed by hand. Se
ond, sour
e 
ode languageitself 
an be a problem for the model extra
tion { it is de�nitely simpler to extra
ta model from Java or C# sour
e 
ode rather than from pure C sour
e 
ode. A Clanguage extra
tor needs to understand 
onstru
ts like pointers, dynami
 arrays,unions, reinterpreting type 
asts, et
. Fortunately, even though these 
onstru
tsin general do not allow the extra
tor to build sound nor 
omplete model ofthe program, the results of the software veri�
ation are still valuable. Howeversome error reports would be false and some of the true errors would remainundis
overed.The 
hoi
e of a target model 
he
ker is also important. The Zing ModelChe
ker [1, 23℄, being developed by Mi
rosoft Resear
h group, is assumed as thetarget model 
he
ker in this paper. Therefore, the model extra
tor is expe
tedto emit the resulting model in the Zing modeling language. The 
hoi
e was madedue to Zing's ri
h modeling fun
tionality and the state of its 
urrent develop-



ment (the preview implementation is available and works quite well). However,most ideas behind this work are not dependent on the target modeling languageand 
an be applied to any other modeling language that provides at least 
lasses,methods, ex
eptions, non-deterministi
 
hoi
es, and threads. Another modelinglanguage meeting these 
riteria should be the new version of Bandera Inter-mediate Representation (BIR) { a modeling language of Bogor model 
he
kingframework [27℄.1.2 Che
king Windows DriversWindows kernel drivers are relatively small libraries usually written in the Clanguage and running in a privileged mode that enables them to work dire
tlywith hardware. This introdu
es a high risk of damaging other parts of the kernelif a driver 
ontains an error. Hen
e the 
orre
tness of drivers is 
ru
ial for se
urityand stability of an operating system and drivers are 
ommon subje
t of softwareveri�
ation.A driver 
an be seen as a 
omponent put into the environment of the kerneland other drivers. Sin
e drivers usually 
ommuni
ate with ea
h other only via
alling kernel fun
tions, this view 
an be simpli�ed to two 
omponents { thedriver being veri�ed and the kernel. The veri�er has to deal with the missingenvironment problem here as the sour
e 
ode of the Windows kernel is usuallynot available. Even if it was, it would be virtually impossible to extra
t andverify the kernel model as the whole kernel is very 
omplex. Besides, driversshouldn't depend on the exa
t behavior of the private parts of the kernel as they
an 
hange version to version.The kernel should be viewed as a bla
k box instead and the model extra
torshould only work with spe
i�
ation of the fun
tionality provided to the drivers.However, su
h a spe
i�
ation is not 
urrently available in a form that would befeasible to drive the model extra
tor { the only sour
e of oÆ
ial do
umentationis the Driver Development Kit (DDK) [20℄ provided by Mi
rosoft, where therules the drivers should 
omply with are des
ribed in plain English and someimportant details are stated vaguely or even missing entirely.Several tools that verify driver 
orre
tness have already been developed byMi
rosoft itself. These in
lude the Driver Veri�er [17℄ tool for run-time driververi�
ation, the PREfast [18℄ stati
 analysis tool based on lo
al analysis of driverfun
tions and �nally the Stati
 Driver Veri�er (SDV) [19℄ (still in development)based on te
hniques of stati
 analysis of the whole driver and model 
he
king.The Stati
 Driver Veri�er (SDV) is modeling the kernel environment in C lan-guage enri
hed with spe
ial fun
tions and ma
ros that handle non-determinismne
essary for emulating various exe
ution paths. The rules the drivers 
an be ver-i�ed against are written in Spe
i�
ation Language for Interfa
e Che
king (SLIC)[2℄ 
reated for this purpose. Expressing a rule in the SLIC language inheres inwriting pie
es of C pseudo-
ode and de�ning how the environment model shouldbe instrumented by them. The resulting instrumented 
ode is 
onverted to anabstra
t Boolean program whi
h is passed to the model 
he
ker. The very �rstBoolean program extra
ted from the instrumented 
ode abstra
ts from all lo
al



variables and repla
es all 
onditions by non-deterministi
 
hoi
es. Error tra
esare then dis
overed by the model 
he
ker and 
onfronted with the original pro-gram via symboli
 exe
ution. If an error tra
e des
ribes the exe
ution that isa
tually infeasible, the Boolean program is re�ned to be more spe
i�
 with re-spe
t to the variables in
uen
ing the tra
e. The re�ned program is passed ba
k tothe model 
he
ker. This pro
ess of error sear
h and model spe
ialization repeatsuntil there are no infeasible error tra
es found or a timeout elapses.The environment model and the SLIC language allows safety properties tobe 
he
ked with respe
t to operations performed sequentially on a single devi
eobje
t (an obje
t representing a devi
e in the driver). SLIC rules are limited tosafety properties so it is not possible to en
ode all the rules de�ned in the DDK.The rules are spe
i�ed separately from kernel environment whi
h makes themless maintainable. Inability to model multi-threaded environment and simulta-neous work on more devi
e obje
ts also prevents from veri�
ation of some ra
e
onditions 
ommonly 
ontained in faulty Windows drivers.1.3 Paper ContributionThe aim of this work is to make it possible to spe
ify and model the kernelenvironment in a formal yet 
omprehensible form, whi
h 
ould be used not onlyfor pre
ise do
umentation of the kernel API but above all as an input for a modelextra
tor that produ
es veri�able 
on
urrent models of the Windows drivers. Forthis purpose, the paper introdu
es a new spe
i�
ation and modeling language
alled Driver Environment Spe
i�
ation Language (abbreviated as DeSpe
) [15℄.As shown in [15℄, the language is able to 
apture a signi�
ant subset of the rulesimposed on drivers by the DDK in
luding those that are diÆ
ult or impossibleto express in the SLIC language and hen
e 
urrently not veri�able by the SDV.The rest of the paper is laid out as follows. Se
tion 2 brie
y des
ribes theWindows kernel environment from a point of view of the driver veri�
ation.Se
tion 3 introdu
es the DeSpe
 language, explains its part on an example anddes
ribes how a model extra
tor should work with DeSpe
 spe
i�
ations. Se
-tion 4 dis
usses related work and Se
tion 5 
on
ludes.2 Windows Kernel EnvironmentThe Windows kernel exe
utive 
omprises of several 
omponents that managevarious system resour
es { the managers [30℄. The managers are providing ser-vi
es for the other parts of the exe
utive and for drivers. The I/O Manager,the Plug & Play Manager, and the Power Manager are the ones that are mostinteresting for driver veri�
ation as they do the majority of 
ommuni
ation withdrivers. Note, this work is limited only to drivers following the Windows DriverModel (WDM) [25℄. Su
h drivers have to implement Plug & Play and powermanagement features.The I/O Manager loads and unloads drivers and issues I/O requests on them.The drivers are dire
tly 
ontrolled by the I/OManager, whi
h issues I/O requests



in form of I/O Request Pa
kets (IRPs). If a driver 
an 
omplete the request it�lls in a pla
e in the pa
ket reserved for output parameters and passes the pa
ketba
k to the manager. If it doesn't implement the required fun
tionality it 
anpass the request to an optional lower level driver { a driver hierar
hy is thenformed. The other managers issues their requests and noti�
ations to the driversthrought the I/O Manager. For example, the Plug & Play Manager keeps tra
kof the devi
e state transitions (devi
e removal, stopping, starting, et
.) and thePower Manager monitors the power state of the ma
hine (whether it is going tosleep, awaking, et
.). Both managers notify the driver appropriately by sendingit the respe
tive IRPs.Ea
h driver has to respond 
orre
tly to an arbitrary request and 
ontent ofthe pa
ket. It 
an return a result indi
ating an error, but it must never 
rashor damage other parts of the kernel. The driver 
annot make any assumptionsabout drivers above or below it in the hierar
hy. This requirement allows theveri�
ation environment to isolate the driver and test it on arbitrary inputs andoutputs from the I/O Manager or higher/lower level drivers.Therefore, ea
h driver is veri�ed separately. In the time of veri�
ation, otherdrivers are seen as a part of the environment and details of their interior arenot visible to the driver being veri�ed as they intera
t with it only via theI/O Manager. Due to the 
lear separation of the driver being veri�ed and theenvironment, it is possible to model the driver using its sour
e 
ode and thespe
i�
ation of the interfa
es provided and required by the environment. Neitherthe kernel's nor third party driver sour
e 
ode is ne
essary for the veri�
ation.3 Driver Environment Spe
i�
ation Language3.1 OverviewThe Driver Environment Spe
i�
ation Language (DeSpe
) is an obje
t-orientedspe
i�
ation and modeling language in
orporating the majority of features ofthe Zing modeling language [1℄ 
ombined with design-by-
ontra
t elements withsyntax inspired by Spe
# language [3℄, and Bandera Temporal Logi
 Patterns [9℄.It is designed to provide ne
essary information to the model extra
tion pro
essleading to the 
reation of the Zing model of the driver.It allows modeling the behavior of kernel fun
tions and spe
ifying 
onstraintsand rules that drivers should obey when 
alling these fun
tions. It also enablesmodeling of the I/O Manager's behavior to drivers. In the DeSpe
 language,models and abstra
tions 
an be de�ned in various levels of detail, whi
h, as oneof the solutions �ghting against the state spa
e explosion problem, enables themodel extra
tor to infer the smallest available model suÆ
ient for the veri�
ationof a parti
ular rule.The basi
 elements of the driver and its environment that the spe
i�
ationshould be able to 
apture are fun
tions, global variables and data stru
turesused to ex
hange information between the driver and the environment.



The spe
i�
ations have to map 
onstru
ts of the C language to their equiv-alents in the Zing language. Pointers, fun
tion pointers, unions and other 
on-stru
ts that are not dire
tly expressible in the Zing language have to be modeledin a spe
ial way using only the means available in the Zing language. Apparently,
onstru
ts exploiting memory layout, su
h as reinterpreting 
asts or unions, 
an-not be modeled in a feasible way. Fortunately, a well written driver should beas platform independent as possible and thus these 
onstru
ts should be usedrarely.3.2 Stru
ture of Spe
i�
ationsThe DeSpe
 language is similar to the C# language in its synta
ti
al stru
ture.Ea
h sour
e �le 
ontains a list of de
larations grouped to namespa
es. De
la-rations in
lude 
lasses, integer enumerations, integer ranges, method delegatesand method groups. A 
lass de
laration 
omprises of its members. Apart from�elds and methods, whi
h are 
ommon for standard obje
t-oriented languages,DeSpe
 
lasses 
an also 
ontain rules. A rule spe
i�es 
onstraints on �elds andmethods by the means of temporal logi
 patterns. This se
tion brie
y des
ribesDeSpe
 namespa
es, 
lasses and rules.Namespa
es A namespa
e de�nes a s
ope for abstra
tions of kernel fun
tionsand stru
tures. When the model extra
tor sear
hes for an abstra
tion of a ker-nel fun
tion or stru
ture used in the driver's sour
e 
ode it looks up a singlenamespa
e only. The 
hoi
e of the namespa
e to be sear
hed by the extra
tordepends on the 
onstraints the user wants to verify. The default (global) names-pa
e 
ontains a minimal model for the kernel fun
tions and stru
tures. Othernamespa
es usually re�ne the default model { making it more 
omplex to enableveri�
ation of the spe
i�
 
onstraint. Constraints are also stated in de
larationswithin the spe
i�
ation, e. g. in a form of rules. By 
hoosing the 
onstraint toverify, the 
ontaining namespa
e is designated for being sear
hed by the extra
-tor. The ability to di�erentiate spe
i�
ations by level of details is important forredu
ing the size of the resulting model.Classes Although Windows kernel is written in the C programming languageits design is obje
t oriented. Usually, a stru
ture representing an obje
t withinthe kernel (e. g. a semaphore, mutex or devi
e) is provided along with fun
tionsworking with it. These fun
tions in fa
t behave like methods of the stru
ture(obje
t) as they all take a pointer to the stru
ture as one of their parameters (a
-tually implementing the \this" referen
e). A notion of inheritan
e is also presenton several pla
es. Inheritan
e is used for sharing data among stru
tures repre-senting di�erent yet related obje
ts. The sharing te
hni
ally inheres in de
laring
ommon initial �elds in the related stru
tures.These observations justify introdu
tion of 
lasses as main elements of thespe
i�
ations { the kernel stru
tures provided to drivers are modeled in DeSpe




as 
lasses. The fun
tions bound to these stru
tures are the respe
tive 
lass in-stan
e methods. Fun
tions not bound to any instan
e are mapped to stati
methods. The formal argument referring to the instan
e the method is workingon is spe
i�ed by the instan
e keyword. The method (whether stati
 or instan
e)abstra
ting a kernel fun
tion has to have the same name as the kernel fun
tionand no other method (even in another 
lass) 
an have the same name. This ruleallows the model extra
tor to �nd a spe
i�
ation of a fun
tion whose 
all hasbeen observed in the sour
e 
ode. An example of a 
lass spe
i�
ation follows:Example 1.
lass DEVICE_OBJECT{ NTSTATUS IoAtta
hDevi
e(instan
e,_,out DEVICE_OBJECT atta
hedTo)requires !Driver.IsLowest;{ NTSTATUS status = 
hoose{ NTSTATUS.STATUS_SUCCESS,NTSTATUS.STATUS_INVALID_PARAMETER,NTSTATUS.STATUS_OBJECT_TYPE_MISMATCH,NTSTATUS.STATUS_OBJECT_NAME_INVALID,NTSTATUS.STATUS_INSUFFICIENT_RESOURCES};atta
hedTo = IsSu

essful(status) ? Driver.LowerDevi
e : null;return status;}DEVICE_OBJECT IoAtta
hDevi
eToDevi
eSta
k(instan
e,_)requires !Driver.IsLowest;{ return (
hoose(bool)) ? Driver.LowerDevi
e : null;}void IoDeta
hDevi
e(instan
e);/* more members follow */} In Example 1, the DEVICE OBJECT 
lass abstra
ts the stru
ture of the samename. Instan
es of the stru
ture represent devi
es that drivers are working with.Both IoAtta
hDevi
e and IoAtta
hDevi
eToDevi
eSta
k kernel fun
tions atta
hthe devi
e obje
t to the top of the devi
e obje
ts 
hain. The immediate lowerdevi
e obje
t, where the instan
e is atta
hed to, is returned in the atta
hedTo



output argument and in the return value, respe
tively. The IoDeta
hDevi
e sim-ply deta
hes the immediate higher level devi
e from this devi
e obje
t instan
e1.The signature of a method abstra
ting a kernel fun
tion de�nes how para-meters of the fun
tion are treated within the spe
i�
ation. The pla
eholder to-ken (a single unders
ore) is used for arguments that are not important for thespe
i�
ation. The models of IoAtta
h- fun
tions do not 
are about the se
ondparameter. When a spe
i�
ation refers to the IoAtta
hDevi
e method, only oneargument is stated in the list of a
tual arguments. The instan
e argument ispi
ked from the argument list out before the method to denote the target in-stan
e using the dot notation. The arguments on the pla
eholders positions arealso omitted in the a
tual argument list. Methods de
lared in Example 1 arereferred to as follows:devi
e.IoAtta
hDevi
e(out lower_devi
e)devi
e.IoAtta
hDevi
eToDevi
eSta
k()lower_devi
e.IoDeta
hDevi
e()The out keyword spe
i�es that the argument is an output argument and hasto be assigned within the method's body. The output argument is mapped tothe C language by an additional level of indire
tion. The C type of the argumentis thus DEVICE OBJECT**. The ref keyword is also supported for marking in-outarguments.A possibly empty list of pre
onditions and post
onditions follows the sig-nature. The syntax is similar to the one used in the Spe
# language { the
onditions are introdu
ed by requires and ensures keywords, respe
tively. The
ondition is a Boolean expression with some limitations on the terms that formit. The 
onditions stated in Example 1 require the lowest level driver not to
all the IoAtta
h- fun
tions. Pre- and post
onditions are translated to assertionswhen the Zing model of the method is generated.The body de�nes a model of the method's behavior using Zing syntax en-ri
hed with additional 
onstru
ts that are translated to the Zing when the re-sulting model is generated. In Example 1, extended forms of the Zing's 
hooseoperator are used. Type NTSTATUS is an integer enumeration abstra
ting thekernel type of the same name. The operator IsSu

essful determines whether avalue is a su

essful value of its type as re
ognized by the kernel.The body 
an also be omitted at all if the real fun
tion whose model isembodied to the method does nothing that in
uen
es the driver at the 
urrentlevel of abstra
tion and only its 
alls are signi�
ant. However, if the real fun
tionreturns some values to the 
aller (via a return value or output parameters),throws any ex
eptions or if it 
hanges the state of the obje
t or any global statethe spe
i�
ation method should have a body that models these operations.Sin
e 
lasses are abstra
tions of the stru
tures, they should 
ontain �elds 
or-responding to the �elds of the stru
tures. Only those �elds that are do
umentedshould be in
luded and the methods should set their values as des
ribed in the1 Note the reverse roles of the devi
e obje
ts { the higher level devi
e obje
t is atta
h-ing but the lower level devi
e obje
t is deta
hing.



do
umentation. Usually, additional �elds are ne
essary for storing auxiliary dataused only for the sole purpose of modeling. Su
h �eld does not 
orrespond toany �eld visible for drivers and is marked by the syntheti
 keyword. Similarly,syntheti
 methods and also syntheti
 
lasses 
an be de�ned as well. In general,DeSpe
 distinguishes syntheti
 language elements from non-syntheti
 ones. Notethat all elements used in the �rst example are non-syntheti
. Syntheti
 
lasses
ontain no abstra
tions, parti
ularly no kernel fun
tion is mapped to a methodof a syntheti
 
lass. Example of a 
lass 
ontaining syntheti
 attributes follows:Example 2.stati
 
lass Driver{ syntheti
 DEVICE_OBJECT LowerDevi
e = new DEVICE_OBJECT;[ModelParam℄syntheti
 
onst bool IsLowest = false;/* more members follow */} In Example 2, two syntheti
 �elds are de�ned in the stati
 
lass. The �rst one,LowerDevi
e, is used as a dummy devi
e obje
t that all devi
es of the 
urrentdriver are atta
hed to. The model 
an abstra
t from the pre
ise devi
e obje
ts
hain be
ause the drivers shouldn't 
are about what drivers are layered beneaththem in the 
hain. Similar simpli�
ations are ne
essary to redu
e the size of thegenerated model.The se
ond �eld named IsLowest is a literal 
onstant �eld de�ning whether ornot the driver is the lowest level driver in the driver 
hain. The �eld is annotatedby the ModelParam attribute, whi
h means that its initial value should be set bythe user prior to the model extra
tion. Model parameterization is utilized whenthe model depends on a property that is diÆ
ult to dedu
e automati
ally fromthe driver's sour
e 
ode. It 
an be also used for model size tuning.Rules Another member that 
an be present in the 
lass is a rule. The rule is alist of quanti�ed temporal logi
 patterns [9℄ with pattern parameters �lled withBoolean expressions.Example 3.
lass DEVICE_OBJECT{ /* method de
larations from Example 1 omitted */stati
 ruleforall(DEVICE_OBJECT devi
e)



{ _.IoAtta
hDevi
e(out devi
e)::su

eeded ||(devi
e === _.IoAtta
hDevi
eToDevi
eSta
k()) && devi
e!=null}
orresponds to{ devi
e.IoDeta
hDevi
e()}globally;} The rule in Example 3 is a single pattern, however, in general, a rule is alist of quanti�ed temporal logi
 patterns separated by 
ommas and ending bya semi
olon. The rule presented has the following meaning: \Ea
h su

essfullyatta
hed devi
e is eventually deta
hed and ea
h devi
e that is deta
hed haspreviously been su

essfully atta
hed." Rest of the se
tion explains the patternsin more detail.Ea
h temporal logi
 pattern is formed by pattern keywords and pattern ex-pressions. The pattern used in Example 3 
an be generalized to fPg 
orrespondsto fQg globally, where P and Q are Boolean expressions. Ea
h pattern 
an besplit into two parts: the property and the s
ope. In this 
ase, the property isfPg 
orresponds to fQg and the s
ope is globally. A list of available patternproperties follows:1. fQg is universal2. fQg is absent3. fQg exists4. fQg pre
edes fRg5. fQg leads to fRg6. fRg responds to fQg7. fQg 
orresponds to fRgThe properties 1 to 6 are de�ned in [9℄. The properties 5 and 6 are equivalentand it depends on the situation whi
h one is more appropriate to use. Theproperty 7 is equivalent to a 
onjun
tion of properties 5 and 4, i. e. to fQgleads to fRg ^ fQg pre
edes fRg. It has been introdu
ed to the language sin
ethe 
ombination is frequently used in the kernel environment and it would bein
onvenient to write the two patterns separately. The available s
opes are:1. globally2. before fSg3. after fPg4. after fPg until fSg5. between fPg and fSgThe meaning of ea
h property and s
ope is obvious. Detailed de�nitions 
anbe found in [9℄ along with the equivalent LTL formulae. The LTL formulae for



Q-
orresponds-to-R pattern with the global s
ope is2(Q) 3R) ^ [R W Q℄2:Temporal patterns 
an be quanti�ed over value types or referen
e types.Patterns of instan
e rules are impli
itly quanti�ed by a variable of the de
laringtype. Instan
e rules 
an refer to that variable by using this keyword. This key-word 
an be omitted when referring to the instan
e members of the type. UnlikeBandera [8℄, DeSpe
 allows to quantify over value types (i. e. integers, Boolean,enumerations). Zing symboli
 value types 
an be used for the implementation.The referen
e type quanti�
ation may be implemented in the same way as in theBandera, however more s
alable implementation would be possible using Zingsymboli
 referen
e types, whi
h should be available in the next version of theZing.Method event operator E�e
tM(args)::entered Returns true after M is entered with spe
i�ed argu-ments until M returns. Return value is ignored.M(args)M(args)::returned Returns true after M is 
alled with spe
i�ed argumentsand with any return value untilM is entered again withthe same arguments.M(args)::su

eeded Returns true after M is 
alled with spe
i�ed argumentsand with a su

essful return value until M is enteredagain with the same arguments.M(args)::failed Returns true after M is 
alled with spe
i�ed argumentsand with an unsu

essful return value until M is en-tered again with the same arguments.expr === M(args)expr !== M(args) Returns true after M is 
alled with spe
i�ed argumentsand with a return value (un)equal to the value of theexpr untilM is entered again with the same arguments.Table 1. Sour
e 
ode event operators for methods. M stands for non-syntheti
 meth-ods, args stands for a list of arguments (possibly empty), and expr denotes an expres-sion.Boolean expressions 
omprising pattern parameters should refer to so 
alledsour
e 
ode events via sour
e 
ode event operators. The sour
e 
ode event inheresin exe
uting a parti
ular pie
e of 
ode. DeSpe
 allows to spe
ify events 
orre-sponding to fun
tion 
alls and operations on �elds (read and write) within the2 2 is the universal time quanti�er (always in the future), 3 is the existential timequanti�er (sometime in the future), [' W  ℄ is the weak until operator (either  never holds and ' holds always, or  holds sometime in the future and ' holds untilthat moment).



Field event operator E�e
tF::read Returns true after F is read from.F::written Returns true after F is written to.expr === F::getexpr !== F::get Returns true after F is read from and the value read is(not) equal to the value of the expr.expr === F::setexpr !== F::set Returns true after F is written to and the value writtenis (not) equal to the value of the expr.Table 2. Sour
e 
ode event operators for �elds. F stands for a non-syntheti
 �eld andexpr denotes an expression.driver's sour
e 
ode. Hen
e, sour
e 
ode event operators are appli
able on non-syntheti
 methods and �elds. Available sour
e 
ode event operators are listed inTable 1 and Table 2.In Example 3, the sour
e 
ode event de�ned by the method(args)::su

eededoperator establishes a wat
hdog for su

essful returns from the kernel fun
tionIoAtta
hDevi
e su
h that �rst two arguments were arbitrary when the fun
tionwas 
alled, and the third argument 
an be uni�ed with the devi
e quanti�
ationvariable after the fun
tion su

essfully returns.Ea
h sour
e 
ode event operator is repla
ed by the 
orresponding predi
atefor the purpose of rule veri�
ation. The use of the sour
e 
ode event operatorinside a pattern expression implies adding a global state variable to the resultingZing model and instrumentation of the model with pie
es of Zing 
ode that maketransitions of the state. The value of the operator state variable determinesthe value of the LTL formula predi
ate. Although Zing doesn't support LTLveri�
ation dire
tly, it is possible to use run-time veri�
ation algorithm proposedby [11℄.3.3 DeSpe
 Driven Model Extra
tionInputs to the model extra
tion pro
ess are the sour
e 
ode of the driver beingveri�ed, kernel header �les, and the spe
i�
ations of kernel fun
tions and datastru
tures written in DeSpe
. At the beginning, the user should sele
t a set of
onstraints that he or she wants to verify.The user also 
hooses the top-level model to be used for the veri�
ation. Thismodel is also written in DeSpe
 as a 
lass implementing the prede�ned methods.Its task is to emulate the kernel's behavior to the driver in
luding driver loadingand initialization and issuing I/O requests (IRPs). Default top-level model isthe most 
omplex one. It emulates multipro
essor environment, multiple devi
eobje
ts, and 
on
urrent IRPs. However, for a veri�
ation of some rules a simplermodel may be suÆ
ient. DeSpe
 allows to write and use su
h model. The 
hoi
eof the simpler model may radi
ally redu
e the size of state spa
e and make theveri�
ation faster and sometimes even allow the veri�
ation to be 
ompleted inrealisti
 time. However, some errors may remain undis
overed.



On
e the top-level model is 
hosen, the model extra
tor generates Zing modelof the driver (using its C sour
e 
ode and kernel headers) and 
ombines it withthe environment model. Sin
e the resulting model is too large to be veri�ed, thesli
ing [13, 10℄ should take pla
e retaining only those parts transitively referredto by the top-level model and the 
onstraints being veri�ed. As a �nal result,a Zing model of the driver and the related kernel fun
tions and stru
tures areoutput.4 Related WorkThis work in
orporates or relies on ideas and approa
hes of the model 
he
king[6, 16℄, model extra
tion [7, 29℄, temporal logi
s [26, 14, 5℄, sour
e 
ode stati
analysis and sli
ing [13, 10℄, and Windows kernel driver environment [30, 25℄.In parti
ular, the Zing model 
he
ker [1℄, Bandera toolset (espe
ially theBogor model 
he
king framework [27, 28℄), Java Path Finder [24℄, and SPINmodel 
he
ker [12, 4℄ are related tools devoted to the model 
he
king.The SLAM proje
t [22℄ is addressing the stati
 analysis and veri�
ation of theC programs, espe
ially the Windows kernel drivers. The beta version of Mi
rosoftStati
 Driver Veri�er (SDV) tool [19℄ has been re
ently released as a result of ef-forts in this area. Sin
e this paper targets on Windows kernel drivers veri�
ation,the SDV is the 
losest related work. The way how rules are spe
i�ed in this toollimits its veri�
ation power to safety properties. The environment model usedby SDV is single-threaded, preventing veri�
ation of some ra
e 
onditions, andquite non-deterministi
, introdu
ing additional false reports. It neither providesa spe
i�
ation of the kernel fun
tions that might be used as a do
umentation. Onthe other hand, SDV is a fun
tional tool whose appli
ation in pra
ti
e alreadyled to dis
overing several errors in Mi
rosoft's own drivers.Finding errors in drivers is not limited to the model 
he
king te
hnique.Mi
rosoft PREfast tool for drivers [18℄ performs stati
 analysis of the sour
e
ode and sear
hes for 
ommon error patterns. It 
an, for example, �nd memoryleaks in
urred by missing fun
tion 
alls, dereferen
es of null pointers, bu�eroverruns, kernel fun
tions 
alled on in
orre
t IRQL level, and so on. The analysisis fun
tion s
oped and hen
e it introdu
es false negatives and also restri
ts a setof errors it is able to dete
t.The Windows operating system also enables to 
he
k how drivers work instress 
onditions su
h as la
k of memory, missing resour
es, lost pa
kets, et
. In
ooperation with the kernel, Driver Veri�er tool [17℄ emulates su
h 
onditionsand runs tests on the spe
i�ed driver. The tool is able to dete
t many errors butit doesn't do any stati
 veri�
ation so many exe
ution paths remain un
he
ked.5 Con
lusion and Future WorkThis paper introdu
es the DeSpe
 language { a new spe
i�
ation and modelinglanguage designed to enable writing modular, readable, and well arranged spe
-i�
ations of the Windows kernel driver environment as well as formally, yet still




omprehensibly, 
apture rules imposed on drivers by the kernel and do
umentedin plain English in DDK.Expressiveness and suitability of the language are demonstrated on a part ofthe kernel fun
tionality in [15℄. This work also shows that the available do
umen-tation of the kernel environment [20℄ is not suÆ
ient for its formal spe
i�
ationwithout a deeper understanding of the Windows kernel.As the DeSpe
 language is intended to be utilized by model 
he
king tools,it addresses the main issue of this veri�
ation method { the state explosionproblem. The abstra
tions may vary in the level of detail 
hosen a

ording tothe properties being veri�ed. Complexity of the model 
an be further tuned bythe user spe
i�ed model parameters. By setting these parameters, the user 
anin
uen
e how 
omplex the extra
ted model will be and what may it negle
t.The user may also sele
t a subset of tested driver fun
tionality by 
hoosing anappropriate top-level model.The possibility of verifying LTL formulae with �nite tra
e semanti
s using as-sertions only (see [11℄) arises a question whether the use of temporal rules bringssomething new beyond the use of expli
it assertions. Although many rules maybe equivalently veri�ed manually, i. e. by adding assertions (or method 
ontra
ts)on the right pla
es in the fun
tions' model 
ode, the use of rules has some advan-tages. Several advantages are implied by the lo
ality. If entire \business logi
" ofthe rule is written on a single pla
e it is easier maintainable, more readable, andthe veri�
ation of the rule 
an be easier (un)sele
ted for veri�
ation. Besides,when the rule is more 
omplex it wouldn't be easy to manually keep tra
k ofall operations in the 
ode that in
uen
es the veri�ed property. On the otherhand, some rules are too 
ompli
ated to write or 
omprehend that it is betterto implement them manually by expli
it assertions.The ideas proposed by this paper are 
urrently being implemented. The im-plementation 
omprises of the DeSpe
 language analyzer and a model extra
tor
onsuming C sour
e 
ode and produ
ing a Zing model driven by DeSpe
 spe
i-�
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