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System Architecture

e Spec# language
C# extended with specifications
predecessors: AsmL, JML (Java Modeling Language), Eiffel
compiled into assemblies (IL + metadata)
specifications serialized to language independent metadata

e assemblies consumed by correctness tools
Boogie — static verification by theorem proving
SpecExplorer — model-based testing

e add-ons
Spec# Class Library
specified Base Class Library (BCL)
VS.NET integration module
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Out-of-band Specifications

» specifications for a code not written in Spec#

e compiled to Spec# repository
consulted if a missing specification is required

» specifications repository for BCL
Spec# companion project
semi-automatic extraction
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Spec# Language

o extends C# with
non-null types
checked exceptions
method contracts (pre-, postconditions)

object and class contracts (invariants)
...more experimental features ...

e backward compatibility
Spec# without specifications (almost) equivalent to C#

 Interoperability with existing .NET classes
spec-aware method can use spec-unaware ones and vice-versa
but soundness not guaranteed then
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Specifications in General

« specification rules enforced
statically by the compiler or Boogie
dynamically by injected code
depends on a particular rule

e expressions defining contracts
should be pure (i.e. have no side effects)
public contracts should not refer to private members
enforced by the compiler
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Non-null Reference Types

* reference types

possibly null (no syntax change)
non-null (an exclamation mark is added)

e a problem with partially constructed objects
non-nullity rule violated before field assignment in constructor

cl ass Student : Person

{

private School! school;

public Student(string! nane, School! school)

. base( nane)

{
/* the school is null here */
t his. school = school

}

}
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Solution: Initializers

e retrofits C#
e |nitializers can be called before the base constructor

 Initializers required for every non-null field
a field have to be initialized before it can be read

e corrected example:

cl ass Student : Person

{

private School! school;

public Student(string! nane, School! school)
. this.school = school, base(nane)

{

}
}
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Non-null Type Usage

* non-null type can be used for
iInstance fields
formal arguments
return values
local variables

« disallowed for
static fields
 to avoid problems with type loading

array elements
* initialization problems
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‘Demo: Checking Non-null Types

Microsoft SpecSharp [design] - Class1.scs
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Checked Exceptions

e Java

each exception is checked except for subclasses of
» Error class
* RuntimeException class

e C#
no checked exceptions in C#
no method throw sets

e Spec#
to be compatible with C#, an exception is unchecked by default
checked exceptions implement ICheckedException interface
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Checked Exceptions (cont.)

e each thrown checked exception have to be in a throw set
guaranteed by Spec# compiler
a problem may arise

public void Cheater()

{
Exception e = new CheckedException();

t hrow e;

}

 If the compiler can’t determine a real type of thrown object
a run-time check is injected

public void Cheater()

{
Exception e = new CheckedException();

If (!(e is |ICheckedException)) throwe; else { /* sonme error */ }

}
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Exception Categories

e domain failures
a method is called under false preconditions
unchecked

e range failures

observable program errors
* e.g. an array index out of bounds
» unchecked
admissible failures
» e.g. afile not exists
» checked — a part of a method contract
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Method Contracts

e preconditions
define conditions under which a method is called

e postconditions
define conditions valid when a method returns

o exceptional postconditions

define conditions valid when a method throws a checked
exception
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Preconditions

cl ass Arrayli st

{
public int Count { get { ..} }

public bool IsReadOnly { get { ...} }
public bool |sFixedSize { get { ...} }

public virtual void Insert(int index, object item
requires 0 <= index && index <= Count otherw se Argunent Qut Of RangeExcepti on
requires !l sReadOnly && !l sFi xedSi ze;

{ ..}
}

¢ syntax
(requires condition [otherwise exception];)*
condition can contain parameters and public members only

exception defaults to RequiresException
» unchecked (a domain failure)
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Postconditions

cl ass Arrayli st

{
public int Count { get { ..} }

public virtual void Insert(int index, object item

ensures Count == old(Count) + 1;

ensures item == this[index];

ensures Forall{int i in 0:index; old(this[i]) == this[i] };

ensures Forall{int i in index:old(Count); old(this[i]) == this[i+1]};
{ ...}

}
* throws EnsureException if a run-time check fails

e special constructs:
Forall quantifier
intervals (lower-bound-included : upper-bound-excluded)

old(x) denotes a value of x on entry to the method

 at run-time the expression x is evaluated on the method entry and
the result is stored into a local variable
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Exceptional Postconditions

e contracts added to throw sets
« define a state of an object when the exception is thrown

voi d ReadToken(ArrayList! a)
throws EndOf Fi | eExcepti on ensures a. Count == ol d(a. Count);

{ ..
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Invariants

constraint field values
e Instance (object contracts) or static (class contracts)

class C

{
int[]! a, b;
i nvariant a.Length == b.Length; // object invariant

}

e problem:
no atomic operation creating both arrays at once

e solution:
iInvariants holds in steady states
Invariants temporary broken when an object is exposed
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Exposing Object

* a block statement defining exposure

class C

{
int[]! a, b;
i nvariant a.Length == b. Lengt h;

voi d SetLength(int |ength)
requires length > 0;

{

expose(this) { a = newint[length]; b = newint[length]; }

}
}

e Implicit exposure
an object is exposed through construction
all public methods (can be disabled by a custom attribute)
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Exposure and Inheritance

e class frame
a set of members and invariants declared directly in the class

expose(obj)

exposes the class frame of the static type of obj
if it has not been exposed yet

expose(obj upto T)

exposes class frames which has not been exposed yet
starting with the static type of obj up to the class T including

« at least one frame has to be exposed by the operation
otherwise an exception is thrown
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Fields Referred by Invariants

e simple approach
only fields of declaring class or its superclass

class C

{
int[]! a, b;
i nvariant a.Length == b. Lengt h;

}
 more complex approach
fields of an arbitrary reachable object

cl ass Li st

{
ltem head;

i nvariant head.Value == null && “the list is |inked properly”;

}
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Checking Simple Invariants

e aspecial field inv
one for each object
contains the most-derived class which invariant holds

 invariants of superclasses hold as well
e Invariants of subclasses can be broken

* let T be the static type of obj and

S be the immediate superclass of T then
expose(obj) { /* code */ }

assert obj!=null &&% obj.inv == T,
obj.inv = S

[* code */

assert obj!=null &% obj.inv == §;
assert I nvariant(obj)

obj.inv =T,

} unpack obj from T

pack objto T
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Custom Attributes on Contracts

e each contract clause can be annotated by custom attrs.
e can be also used by third party tools

I nt Bi narySearch(object[]! a, object item int low, int high)
requires 0 <= low && | ow <= hi gh &% high <= a. Lengt h;
[ Condi tional (" DEBUG') ]
requires IsSorted(a);

{ ..
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Boogie

e a static verifier of contracts

e based on theorem proving
translation: IL and metadata to BoogiePL
iInference engine working on BoogiePL
theorem prover

» current version: the Simplify theorem prover
» future: the Zapato theorem prover

results mapped back to source program
user can interact with prover (add contracts etc.)
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‘Boogie Demo
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Conclusion

e seems to be working
but not released yet (maybe at the end of this year)

e writing specifications is simple
simple rules
integration to VS.NET
can be adopted even by non-experts

* no additional effort to write basic preconditions
anyway checks are written in the code nowadays
non-null types make a lot of work themselves
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