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zAbstra
t. In the paper, we propose an approa
h to an automati
 ex-tra
tion of veri�
ation models for the C language sour
e 
ode. We pri-marily fo
us on the representation of pointers and arrays, whi
h makethe extra
tion from the C language spe
i�
. We provide an implemen-tation of the model extra
tor as a part of our broader e�ort to developa veri�er of Windows kernel drivers based on the Zing model 
he
ker.To demonstrate the feasibility of our approa
h, we give examples of theextra
tion results on a pra
ti
al syn
hronization problem.1 Introdu
tionA 
on
urrent program working in a 
riti
al environment, su
h as a Windowskernel driver [14℄, 
an 
ontain various implementation errors that may lead toa failure of the entire system. Errors range from simple ones that 
an be easilyfound by means of software testing up to errors that are very diÆ
ult to dis
overas they appear only at 
ertain irreprodu
ible 
ir
umstan
es, e. g. when threadsare s
heduled in a parti
ular order. Impossibility to emulate the exa
t state ofthe 
omplex environment makes it even more diÆ
ult to 
he
k whether an erroris present.Many existing veri�
ation tools based on stati
 analyses and/or testing atrun-time, in
luding PREfast [12℄, CCured [19℄, Ele
tri
Fen
e [20℄ et
., targeterrors that stem from in
orre
t use of the programming language 
onstru
ts (e. g.a

essing unallo
ated memory, dereferen
ing a null pointer, a bu�er overrun, andso on). Even though no su
h errors are present in the program, the program neednot to intera
t well with the surrounding environment. It is therefore ne
essaryto verify that the program 
omplies with the rules the environment imposeson the use of the provided fun
tionality. An example of su
h requirement is therestri
tion on the order of 
alls to environment fun
tions. Using the environmentspe
i�
ation and the sour
e 
ode of the program, tools like Mi
rosoft Stati
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of the intera
tion between the program and the environment and verify thatgiven properties hold on every possible exe
ution path via a te
hnique of model
he
king [2℄.The model 
he
king is a formal veri�
ation method based on thorough explo-ration of the model emulating the software unit behavior with respe
t to a givenproperty. The model should be as simple as possible sin
e the model 
he
kerexplores all the possible states of the model. The time and spa
e requirementsfor the veri�
ation are growing exponentially with respe
t to the number of op-erations, threads and variables of the model (the state explosion problem [10℄).The target modeling language for our model extra
tor is the Zing language[1, 16℄, being developed by Mi
rosoft Resear
h group on the top of the Mi
rosoft.NET Framework platform [11℄. The 
hoi
e was made due to the ri
h modelingfun
tionality the Zing language provides and the state of its 
urrent development{ the preview implementation of the model 
he
ker is available and works quitewell. However, most ideas behind our work are independent of the parti
ular tar-get model 
he
ker and 
an be applied to any modeling language that providesfor unbounded heap allo
ation, unbounded 
all-sta
k and dynami
 thread 
re-ation. Another modeling language meeting these 
riteria should be the BanderaIntermediate Representation (BIR) { a modeling language of the Bogor model
he
king framework [21℄.1.1 Paper ContributionWe propose a novel approa
h to the extra
tion of models from C sour
e 
ode andprovide the implementation targeting the Zing model 
he
ker. Existing workseither fo
us on Java-like languages (e. g. Bandera [3℄, Java Path Finder [17℄), donot extra
t the model fully automati
ally (e. g. SPIN [6℄) and/or are very limitedon the 
onstru
ts that 
an be used in the sour
e 
ode (e. g., SPIN does notsupport unbounded heap allo
ation, 
all sta
ks nor dynami
 thread 
reation).The rest of the paper is stru
tured as follows. Se
tion 2 presents the keyideas on the model extra
tion and explains the approa
h we take for modelingvarious C language 
onstru
ts. Se
tion 3 dis
usses the related work and Se
tion 4
on
ludes and outlines the future work.2 Modeling C Programs in the Zing LanguageThe ultimate goal of our broader work is to develop a model extra
tor of Win-dows kernel drivers that produ
es Zing models, whi
h 
ould be passed to the Zingmodel 
he
ker for veri�
ation. The drivers are usually written in the C languagewith Mi
rosoft extensions. Therefore, we expe
t the sour
e 
ode to 
omply withthe C language spe
i�
ation [7℄ extended by features provided by the Mi
rosoftC 
ompiler in
luding, for example, the stru
tured ex
eption handling.Many C language features do not map to the Zing straightforwardly. Thesein
lude pointer and array operations, unions, 
asts, as well as the way in whi
hthe sour
e 
ode is 
ompiled and linked. We 
onsider pointers and arrays the



main issues and hen
e fo
us on how to model them by the means of the Zinglanguage in this paper.2.1 Modeling TypesThe model extra
tor distinguishes data types available in the C language amongprimitive types (void, integers, 
oats and string literals), 
omposite types (stru
-tures and unions), stati
 arrays, and data and fun
tion pointers.Ex
ept for string literals, primitive types map to the Zing language one toone. String type is not available in the Zing language so the literals are repre-sented as arrays of integers.C stru
tures 
an easily be mapped to the Zing language as it supports stru
-tures as 
ompound value types1. However, C stru
tures 
an behave not only asvalue types, when allo
ated stati
ally, but also as referen
e types, when allo
ateddynami
ally on the heap. Therefore, the stru
tures need to be en
losed into the
lasses in the latter 
ase. The pro
ess of en
losing is similar to the boxing knownfrom C# or Java { we also refer to the en
losing 
lasses as to boxes. Stru
turesare not the only types that may require boxing. In general, any value type (i. e.integers, 
oats, 
omposite types and pointers) may require boxing under 
ertain
ir
umstan
es explained later.The Zing 
lass that implements the box is denoted Box<T> in the furthertext, where T is the Zing type being boxed. The 
lass 
ontains a single �eld oftype T named Value that holds the boxed value. Sin
e the Zing language doesnot support parametri
 polymorphism, the model extra
tor emits Zing 
ode forall di�erent 
onstru
ted types used throughout the model.2.2 Modeling VariablesBefore the model is generated, the model extra
tor performs a simple analysis todetermine for ea
h variable (i. e. for ea
h �eld, lo
al variable, global variable andformal parameter) whether its address is ever taken. To get the address-may-be-taken information, it is suÆ
ient to maintain initially 
leared 
ag for ea
hvariable and set it whenever the address-of operator is applied to the variable.The model extra
tor distinguishes three variable models depending on thetype of the variable and the results of the previous analysis:1. The variable model is Value if the variable is of an integer, 
oat, 
ompoundtype or any pointer type and its address is never taken.2. The variable model is BoxedValue if the variable is of an integer, 
oat, orany pointer type and its address may be taken.1 There are some known implementation issues related to the stru
tures in the latestversion of Zing. The extra
tor embeds �elds of stru
tures into their 
ontainers inorder to produ
e models that 
an be 
he
ked in the 
urrent model 
he
ker. For
larity, let us assume the stru
tures work as expe
ted in this paper.



3. The variable model is Stati
Array if it is of a stati
 array type with 
onstantlength (whether or not its address is taken). The Mi
rosoft C 
ompiler doesnot support stati
 array types of a variable length ex
ept when used as a
exible array member. The model extra
tor does not support this featureyet.The variable model determines how the variable is represented in the modeland how operations applied on the variable are modeled.1. Non-pointer variables of the Value model are 
onverted to Zing variables oftypes 
orresponding to their C types. Operations on them are modeled bythe 
orresponding Zing operations.Variables of data pointer types are modeled by Zing variables of type Pointer,whi
h is a Zing stru
ture introdu
ed by the model extra
tor to represent adata pointer of any type. Operations on these variables (dereferen
es andpointer arithmeti
) are translated to 
alls to the auxiliary atomi
 methodsDerefGet<T>, DerefSet<T>, AddIntPtr, SubPtrPtr and CmpPtrPtr.Variables of a fun
tion pointer type are 
onverted to Zing variables of aninteger type. The values are integer 
onstants identifying the fun
tions that
an be 
alled via the pointer. The indire
t 
all operation is modeled by aswit
h statement. The number of 
ases of the swit
h statement may be re-du
ed by utilizing results of a points-to analysis [5℄, whi
h 
an determine thesuperset of possible targets of ea
h pointer (in the worst 
ase, any fun
tionwhose pointer is ever taken and whose signature is 
ompatible with types ofa
tual arguments).2. Variables of the BoxedValue model are de
lared as Zing variables of theBox<T> type, where T is a value type. They are initialized by a new in-stan
e of the Box<T> 
lass. Operations on these variables are the sameoperations as on variables of the Variable model yet enri
hed by the Value�eld a

ess.3. Variables of the Stati
Array model are de
lared as Zing variables of an arraytype, whi
h we denote array<T>. Multi-dimensional C arrays are 
attenedto ve
tors represented by Zing arrays. Arrays of arrays are never used. The
attening is ne
essary sin
e the C language allows 
asting among arrays ofdi�erent shape. Su
h operation is empty on 
attened arrays.The 
attening also enables a C pointer to a stati
 array of a �xed size topoint anywhere into the multi-dimensional array. The operations on stati
arrays (reading or writing an element addressed by an index) are 
onvertedto Zing array operations and a 
al
ulation of the index if the C array ismulti-dimensional.2.3 Modeling Data PointersIn the C language, a data pointer 
an point to stati
ally or dynami
ally allo-
ated memory. The stati
 allo
ation reserves the memory impli
itly on the sta
k



or within dynami
ally allo
ated memory. Dynami
ally allo
ated memory is astorage on the heap allo
ated expli
itly by a 
all to an allo
ator routine of theenvironment. The environment may provide various allo
ators di�ering in thekind of memory they allo
ate (e. g., several di�erent memory pools are availablefor drivers in the kernel mode). The model extra
tor expe
ts the spe
i�
ation ofthe environment, written in the DeSpe
 language [9℄, to mark allo
ator fun
tionsexpli
itly.Ea
h allo
ator should return an instan
e of the 
lass Memory, whi
h rep-resents allo
ated uninitialized raw memory in the generated model. The only�eld of this 
lass signi�
ant for pointer modeling is the Obje
t �eld of the obje
ttype. The �eld is initialized to a null referen
e when returned from the allo
ator,expressing the fa
t that the memory is uninitialized, and �lled in later when thememory is written to by the C program. As the dynami
ally allo
ated memoryis a

essible only via pointers, it is the responsibility of the pointer operators to�ll the �eld appropriately.Although there are substantial di�eren
es between the dynami
ally and stat-i
ally allo
ated memory, pointers in the C language do not make di�eren
e.Hen
e, all pointers should be assignable one to another regardless of their tar-get. In the model, we represent the pointer of arbitrary data pointer type asa pair (stru
ture) fO�set : int, Target : obje
tg, where the O�set is an integergreater or equal to �1 and the Target is an arbitrary Zing referen
e2.The extra
tor distinguishes four kinds of non-null pointers derived from thekinds of storage they point to:1. A pointer to a stati
ally allo
ated storage(a) 
ontaining a single value (stati
 single-value pointer)(b) 
ontaining a sequen
e of 
ontiguous values (stati
 multi-value pointer)2. A pointer to a dynami
ally allo
ated storage(a) provably 
ontaining a single value (dynami
 single-value pointer)(b) possibly 
ontaining a sequen
e of 
ontiguous values (dynami
 multi-valuepointer)The null pointer is represented by the pair fO�set = 0, Target = nullg, afun
tion pointer 
asted to the void data pointer is en
oded as a pair fO�set =fun
tion id, Target = nullg.The stati
 single-value pointer points to a boxed value (see Fig. 1). TheTarget holds a referen
e of the type Box<T>. The O�set is set to the spe
ialvalue �1, whi
h identi�es this kind of pointer at run-time.The stati
 multi-value pointer points to or into a stati
 array, whi
h is rep-resented by an instan
e of array<T> as explained previously (see also Fig. 2).The Target always holds a referen
e to the array and the O�set 
ontains a non-negative integer value designating the item of the array to whi
h the pointera
tually points.2 The Cadu
eus tool [8℄ takes a similar approa
h to the pointer representation forreasoning about aliased variables by theorem proving.
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int t = 1;

int *s = &t;Fig. 1. Use of a stati
 single-value pointer in the C sour
e 
ode and the 
orrespondingZing model.
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int a[5];

int (*u)[2] = &a[1];

int *v = a;

u[1][1] = 3;

v += 4;

*v = 6;Fig. 2. Use of stati
 multi-value pointers and the 
orresponding Zing model in the �nalstate.Dynami
 pointers are always initialized by an assignment from the returnvalue of an allo
ator. At that point, the model extra
tor may not know theparti
ular stru
turing of the raw memory, as the type of the variable wherethe pointer returned from the allo
ator is stored to may be the void pointer.Although the model extra
tor performs a stati
 analysis for dis
overing the in-terpretation of the memory, the analysis 
an rea
h the de
ision that the storageis interpreted di�erently on two possible exe
ution paths. Therefore, the inter-pretation is deferred to the point where it really happens in the program { tothe �rst write operation to the storage.We assume the program does not reinterpret the storage on
e it triggeredthe write operation with a parti
ular interpretation, for example, by 
astingone stru
ture to another. If the 
ompiler spe
i�
 dire
tives expli
itly 
ontrol thelayout of the storage the reinterpretation need not to be in
orre
t. However, themodel extra
tor does not 
urrently support this feature as it is used sporadi
ally.To allow an arbitrary reinterpretation, the Memory obje
t would 
arry not onlythe value but also its type id. Using this additional information, the dereferen
ingoperations would perform appropriate bit 
onversions when they reinterpret the
ontent of the storage. The reinterpretation of the stati
ally allo
ated storagewould be implemented similarly.Sin
e the C language does not expli
itly distinguish a pointer to a single valuefrom the pointer to multiple values, the model extra
tor supposes there may bemore values following the value pointed to by the dynami
 pointer. If the stati
analysis is able to determine the interpretation of the storage and the number ofbytes the allo
ator allo
ates for the storage it is possible to de
ide whether thestorage hosts a single value or some �xed number of multiple values3. If pointerspointing to the storage are provably not involved in any pointer arithmeti
 or3 It is also ne
essary to determine whether some kind of reallo
ation may be appliedon the storage if the environment provides su
h fun
tionality.



indexing operations, the model extra
tor 
an also assume there is only a singlevalue stored in the memory. If neither analysis rea
hes the 
on
lusion, the modelextra
tor assumes the storage holds an unbounded number of values.
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void* p = malloc(size);

int* q = p;

q += 3;

*q = 5;

Fig. 3. Use of dynami
 multi-value pointers and the 
orresponding Zing model statesduring the exe
ution.The dynami
 pointer is initialized so that the Target �eld points to the Mem-ory obje
t returned by the allo
ator (see Fig. 3). The O�set is set to the spe
ialvalue of �1 in the 
ase of a single-value pointer and to 0 otherwise, whi
h meansthe pointer is pointing to the �rst value stored in the memory. The pointer arith-meti
, allowed only on multi-value pointers, 
hange only the O�set and neverthe Target �eld { the Target always referen
es the Memory obje
t.The write operation through the dynami
 pointer referen
ing type T �rstly
he
ks whether the Memory is raw (i. e. the Obje
t �eld is a null referen
e). If so,it initializes the Obje
t �eld to an instan
e of the Box<T> 
lass, in the 
ase ofsingle-value pointer, or to an instan
e of array<T>, otherwise. The value beingwritten by the operation is stored to the Value �eld and to the appropriate slotin the array, respe
tively.If the array is not large enough to 
ontain the slot, it is expanded, so thatthe slot be
omes available. The array does not expand exponentially; instead, itexpands only enough to provide the slot for the item written by the operation.As the expansion is performed within the atomi
 write operation, it is betterto do more expansions than to enlarge the state spa
e unne
essarily. Sin
e thepurpose of the model is not to 
he
k whether the program reads from outsidethe allo
ated memory, the array is expanded without limits. Che
king bounds
ould be optionally enabled, but would require the model to be enri
hed byadditional information (the a
tual size of the allo
ated memory stored on theMemory obje
t) making the state spa
e larger.The read operation through the dynami
 pointer returns either the Value�eld of the Box<T> 
lass or the 
ontent of the appropriate slot from the array.



The array expansion does not take pla
e here, as it is an error to read from anuninitialized storage. Instead, a failing assertion is inserted to the model.Although pointers of all kinds must generally be represented by the sameZing stru
ture (pointers may be assigned to ea
h other), they are not intermixedin many 
ases. Passing a value to a fun
tion by referen
e is an example, wherestati
 single-value pointers are usually used ex
lusively. Sin
e the model extra
torknows the entire program, it is able to determine whether a pointer variablede�nitely holds a single kind of pointer throughout the entire exe
ution. If thatis the 
ase, the resulting model 
an be simpli�ed by removing the redundantinformation provided by the spe
ial values of the O�set �eld in the 
ase ofsingle-value pointers.2.4 Model SizeWe made various tests with the extra
tor in
luding veri�
ation of a C implemen-tation of a syn
hronized priority queue via a singly linked list. In the Windowskernel, some drivers use this kind of queue for queuing and sorting I/O Re-quest Pa
kets (IRPs) for sequential pro
essing. The tested program initializesthe queue and starts several threads inserting items to the queue. Finally, whenall threads terminate, the program 
he
ks the integrity of the queue { whetherit is sorted and whether no item got lost by invalid handling of pointers dur-ing manipulation with the queue. The C sour
e 
ode has around 110 lines andthe entire generated Zing model about 900 lines. All tests were performed on1:4GHz/1GB ma
hine.With 2 produ
ers, ea
h inserting 3 items to the queue syn
hronizing updatesonly (i. e. the sear
h for the pla
e, where to insert an item, was unprote
ted),the Zing model 
he
ker found the error within 3 se
onds { the queue was notsorted 
orre
tly at the end of the program.The next naive implementation used read-write lo
k so that the queue sear
hroutine a
quired the lo
k for write-ex
lusivity and the subsequent queue updateoperation upgraded the lo
k to read-write-ex
lusivity. After the insertion, thelo
k was released. The model 
he
ker found a deadlo
k for 5 produ
ers ea
hinserting 3 items in 6 se
onds.The 
orre
t version of the program respe
tively running 2, 2, 2 and 3 pro-du
ers ea
h inserting 2, 3, 6 and 3 items to the queue passed the veri�
ation in6 se
onds, 17 se
onds, 2 minutes and 31 minutes. These times suggest that thenumber of threads has mu
h greater impa
t than the number of items insertedto the queue, whi
h is positive as the ra
e 
onditions are usually revealed evenfor a small number of threads.Out
omes of the tests we performed, part of whi
h presented above, 
on�rmthat the generated models are feasible for veri�
ation.3 Related WorkVarious approa
hes and tools to verify C programs were developed during manyyears of resear
h.



The Mi
rosoft PREfast tool [12℄ performs a stati
 analysis of the sour
e 
odeand sear
hes for 
ommon error patterns. Its spe
ialized version is also able todis
over errors spe
i�
 to the Windows kernel drivers. The tool 
an, for exam-ple, �nd memory leaks in
urred by missing fun
tion 
alls, dereferen
es of nullpointers, bu�er overruns, kernel fun
tions 
alled on an in
orre
t IRQL level, andso on. The analysis is fun
tion s
oped and hen
e introdu
es false negatives andalso restri
ts variety of errors the tool is able to dete
t.The CCured tool [19℄ instruments the C program with information that al-lows the run-time 
he
ks to dis
over invalid use of pointers, invalid 
asts, bu�eroverruns, and so on. It is built on the top of the CIL infrastru
ture [18℄ { thesystem our model extra
tor utilizes as the front-end. The CCured tool also dis-tinguishes various pointer types to minimize the ne
essary run-time 
he
ks. In
ontrast to the model extra
tor, this tool trades the spa
e for the time while themodel extra
tor does the opposite as the in
rease in operations 
omplexity 
anbe neutralized by the use of the atomi
 exe
ution.Neither the PREfast nor the CCured tool allows to verify the 
orre
tnessof the program intera
tion with its environment. The SLAM proje
t [15℄ is ad-dressing the stati
 analysis and veri�
ation of the C programs, espe
ially theWindows kernel drivers. The beta version of the Mi
rosoft Stati
 Driver Veri�er(SDV) tool [13, 15℄ has been re
ently released and used in pra
ti
e to �nd errorsin Mi
rosoft's own drivers. It enables to 
he
k drivers against many rules im-posed by the kernel. However, the environment model used by the SDV tool issingle-threaded, preventing veri�
ation of some ra
e 
onditions, and quite non-deterministi
, introdu
ing additional false reports.In 
ontrast, using our model extra
tor, a program written in the C language
an be 
he
ked against any property that 
an be en
oded into assertions. Themodel extra
tor does not limit the environment model in any way. It 
an besimple or 
omplex, single-threaded or multi-threaded, less or more deterministi
,depending on the parti
ular property being veri�ed. The only limitation is theresulting model size.4 Con
lusion & Future WorkWe propose an approa
h to the extra
tion of veri�
ation models from C sour
e
ode that enable the model 
he
king te
hnique to dis
over errors 
ontained in Cprograms. We have implemented a tool, the model extra
tor, that automati
allygenerates a Zing model from the sour
e 
ode of the program. Finally, we showthat the extra
ted model is feasible for veri�
ation in pra
ti
e.The major issues of the C program model extra
tion addressed by this paperstem from pointer and array operations. In our work, we distinguish four kindsof data pointers depending on the kind of memory and the possible number ofitems they are pointing to. Although this di�erentiation leads to more 
ompli-
ated dereferen
ing operations, it minimizes the state spa
e of the model. Dueto the atomi
ity of the dereferen
ing operations, the 
omplexity in
rease doesnot in
uen
e the resulting model size. Further improvements of the analysis per-



formed by the model extra
tor will make possible to go further and dis
over the
ases when the various kinds of pointers need not to be represented uniformlysaving more bits of state spa
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